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1 Collaboration Portal 11.8.0
1.1 What's New in Collaboration for 11.8.07

You'll see the changes from the first time you log in to the Collaboration Portal.

The biggest upgrade to Collaboration for 11.8.0 is the addition of Document Management to
the features list. With Document Management, Collaboration Portal users have access to the
same DM tools enjoyed by FOIAXpress users, including creating and managing the document
tree, review and redaction capabilities, review flags, comments and annotations, everything
needed to comprehensively review documentation.

Beyond DM, we revamped the Administration side

1.2 Important Note on 11.8.0 Upgrades

We've made significant changes to the deployment process for Collaboration v11.8.0. These
changes apply to new and upgrading customers.

The inputs.json file used for previous installations CANNOT be used to upgrade to v11.8.0.
There is a new file for this deployment included in the installation package. You must use this
new file for the upgrade; however, you can copy data over from a previously used file to the
new one as needed.

If your organization is using the new Document Management features, a few additional
configuration steps are required. You'll need to manually create and configure the PNG cache
location (Administration > System Administration > System Settings), and add all the required
system jobs to the scheduler (Administration > System Administration > Scheduler
Configuration).

1.3 Collaboration Portal Installation

ID# 72975

Collaboration Portal can now be installed from the FOIAXpress source code. The same pre-
requisites for FOIAXpress apply, and the AppPoolAccount user should have permissions at
the application installation location.



2 Document Management

ID# 69640, 76474

New to v11.8.0, Document Management is available for the Collaboration Portal. This
integration enables collaborators to upload and manage documents directly from the
Collaboration Portal, rather than utilizing a third-party site.

Users completing Consultation tasks can manage folders and document uploads within
Document Management. Users tasked with a Request for Document task can also use
Document Management to add redactions and annotations directly to the files.

2.1 Consultations

Document Management enables enhanced folder management and simplified document
review for Consultation requests. When a Collaboration Portal user receives a Consultation
task, they have the option to Review Records Electronically.

Home Tasks

Task ID: 00000074

7 \iew/Add Attachments (0) 3 MNoteslog(4) ' ChangeStatus F Sulf

|Request Information

Consultation Review |D 43
Request # 2025-FOIA-00019

This opens the Document Management interface, as shown below.

RS ETR: e =] « 1»
= 0 & pocuments - ‘3 -
=K copy folder
=+ 08 teswg0s02(2) -
= 1 section1(2) G
81% page 1 09/11/2024)
1 page 2 (09/11/2024] -
i

From here, users can navigate through folder(s) in the (A) document tree and review each
document/page. Use the (B) toolbar to edit the page view and save to disk/print the
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Document Management

document. Once the documents are reviewed, users can return to the Task page and submit
the completed task back to the requester.

2.2 Request for Documents

Document Management provides all the same functionality for Request for Document tasks,
plus users can make redactions and manage folder structures directly within the platform.

If a FOIAXpress user needs records from an external source, they can send a Request for
Documents (RFD) through Collaboration Portal. The RFD recipient can then log onto
Collaboration Portal and upload, review, and redact documents using Document
Management.

2.2.1 Uploading Records
ID# 78736

To add records to an RFD task, navigate to the Task page and click Upload Records.

Home Tasks

Task ID: 00000077

‘Request Information

Request for Documents ID 110

Request # 2025-FOIA-00019

The Document Management interface opens in a new tab, as shown below.

|-—-Hx"Lx=:"ﬂ‘S"°W"U -\ o Y I | "

= [ &9 Document ts
=[O TestFcD

ENEl®: RrD - 110(0)
0 native Format(0)
[ 1 pocument for Redaction(0)

Use the document tree in the left panel to navigate between folders, sections, and pages.
Create a new section by right-clicking on a folder, then Add Section. Once the desired file
structure is established, upload documents by right-clicking on a section and selecting Add
Pages.

2



= D £4 Documents
=+ [k Test FCD
=+ 1 &2 RFD - 110(0)

Du_l Docu

“-n..________

Refresh

Add Pages

Delete Section

View Section Details

Document Management

The Add Documents screen appears, prompting users to upload the requested documents.

Once the job has completed, the pages will populate in the document tree.

2.2.2 Add Redactions

ID# 70230, 76471, 76979

Users can also add redactions to RFD files via Document Management tools, and view

annotations and redactions in separate review layer and pin review objects before they are

returned to the requester.

To create redactions, right click on the page, section, folder, or file cabinet drawer. There are

two redaction methods available via the (A) menu: Redact in Full and Find and Redact. You

can also use the (B) toolbar to add redactions and annotations manually.

| B & X 5B [srov ~ |8 @ [seom] & [ [ ]

= [ &9 Documents
SO Testrep
=06 reD - 110@3)
11 Native Format(o)
= [ pocument for Redaction(23)
M < >

[ 1 page 1109/20/2024]

g W cert pages
a@ :j:j Redactin Ful
L-EV Gl pages Find and Redact
EE Page 6 Image Operations 3
- & page7 Save To Disk
O pages print
O page s Delete Page
& page 1 Move Up
Move Down
Refresh
Set Review Flag »
Properties
“ »

‘ »
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Document Management

The Redact in Full option allows users to redact the entire page. To redact specific content
within a page, such as email addresses, words/phrases, or telephone numbers, use the Find

and Redact feature.

=) Find & Redact a

‘ Find Advanced ',

Find & Redact
r— Find What
Word/Phrase -
) I
r— Redact
Redaction Code(s)

Page Range
All Pages

® Current Page
Selection

Pages List

Enter page numbers and/or page ranges separated by commas. For example: 1,3,5-12.

P Setctrogh | FodCreste ettt o oo | Pt | Concl |

Document Management also includes Find and Replace functionality for bulk replacement of
redaction codes. To use Find and Replace, right-click on any folder with redactions and select
Find and Replace Redaction Codes from the menu. Then, configure the replacement criteria
and click Find and Replace.




Document Management

Replace Redaction Codes o a8

— Page Range
@ Al Pages

Selection
Page List |

Enter page numbers and/or page ranges separated by commas. For
example: 1,3,5-12.

— Find and Replace Redaction Code*
Find What:

—

[J Remove Selected Code
Replace With:

—

Find and Replace Close

2.2.3 Review Actions Report for Redaction Layer

ID# 76726

Users can also create a Review Actions Report for each reaction layer in order, including the
folder/section, page number, user, date, and action.

To open the report, right click on any folder with redactions and select Review Layers.

Ik Test FCD

3-[

Create Section

Review Layers

Redact in Full

Cind and Dadart

Select a layer from the list, then click Review Actions.

E Review Layers of ‘RFD - 110° =] a

Created Date User Name Review Layer Name Modified Date

09/20/2024 12:22:17 PM Admin, Admin Shannon PO - RFD - 110-RFD Id: 110 09/20/2024 12:22:24 PM
09/20/2024 12:20:47 PM Admin, Admin Shannon PO - RFD - 110 - RFD Id: 110 09/20/2024 12:20:54 PM

(=== =]

The Review Actions Report opens, and the report can be exported or printed.




Document Management

E Document Review Actions Report - COLLABORATION PORTAL TEST COLLABORATION PORTAL TESTCOLLABORATION PORTAL TESTCOLLA...

Print Export Date Filter Close
OPEXUS
xd
Aruba
Report Date :09/20/2024
Time 3117 PM
Document Review Actions Report
Folder Name : RFD - 110
Review Layer Name : Shannon PO - RFD - 110 - RFD Id: 110
[ Folder/Section [ Page | Created By [ Created Date [ Action |
[RFD - 110 l2 |admin, Admin |s/20/2024 12:22:23 PM |Redaction Changed |

2.2.4 Lock Redactions

ID# 78944

We've added the ability to lock redactions, allowing FOIAXpress users to “pin” redactions on
documents containing confidential information that should not be shared with collaborators.

When Collaboration Portal user opens a document with locked redactions, they are unable to

move the redaction or make it transparent/translucent, protecting sensitive information

during the collaboration process.

2.3 Read Only Mode for Submitted Tasks

ID# 76407

When a task is sent from Collaboration Portal back to FOIAXpress, the documents are

delivered in read-only mode. FOIAXpress users are not able to modify or redact the
attachments; they can only view, print, or save the documents.

2.4 Review Flag Sync Between Collaboration Portal &

FOIAXpress

ID# 77182

2
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Document Management

Review flags applied in Collaboration Portal Document Management will be preserved when
the document is synced to FOIAXpress, along with layer data.
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3 Collaboration Portal Administration

The Collaboration Portal Administration folder has been completely redesigned and
modernized. Now, it looks and functions similarly to the FOIAXpress Administration page.
Administrators have access to an Administration tab in their Collaboration Portal
environment.

Collaboration Dashboard

Task Summary Message Summary
Inbex - (0) Unread (0)

Over Due- (0) All{0)

Arrived Today - (0) Outbox (0)

No Tasks Found

Consultation Tasks

TaskID Request # Tasked By Received Date Due Date Status
No records to display.

The Administration folder opens to the System Configuration page. You can navigate through
the (A) pages and click into each (B) subpage.

System Configuration
& Application Templates (1) Error Message
@) Correspondence Configuration A% Find and Redact Patterns
3 Document Review Flags (7) Help Links Configuration
Organization Setup
Email Templates &4 Technical Support
Jobs

Copyright © 2024 AINS, LLC DBA OPEXUS All rights reserved.

In addition to design enhancements, 11.8.0 includes new configuration options as described
in the following subsections.

3.1 Consultation and RFD Instruction Configuration

ID# 70560

You can now modify Consultation Instructions and RFD Instructions by navigating to
Administration > Organization Setup > Enterprise.



Collaboration Portal Administration

Enterprise

| Organization Information ' Banner ' Logo ' Disclaimer

Systemn Notice l Consultation Instructions RFD Instructions |

Consultation Instructions
(Byans amm-9-0 |8
Q-3 3% A Zoom | f -

_Iﬂrjf-ﬂ;'ﬁ,illlﬂ‘_dﬂlllnhx‘x"ve'cera - 12px + A v

Task Types:

Request for Document Task ? is a request for a record search for records responsive to a request under the Access te Information and Privacy Act.

Consultation Task ? is a reguest for the review of collected records that may contain trade secrets of a third party or contains information the disclosure of which could reasonably be

expected to be injurious to the conduct of international affairs, the defence of Canada or any state allied or associated with Canada or the detection, prevention or suppression of
subversive or hostile activities.

Request for Documents Task

1. Locate the responsive records

/" Design | £¥HTML Q@ Preview

Words: 262 Characters: 1647

3.2 System Settings

ID# 73413

The System Settings page (Administration > System Administration > System Settings) has
additional options, including General Settings fields and a Document Management Settings

checkbox, where Administrators can enable Document Management in their agency’s
environment.

System Settings

a @
Locations

Correspondence® : | C\Temp\CollabDocs\AFXWCORL:
Example: CAARXWCORL,
Original Document Location” @ | ¢ \Temp\CollabDocs\AFXWDOCS)
Example: C:AAFXWDOCS
PNG Cache Location” : | C:\Callab\AFXWPHNG!

Example: CAAFXWPNGY

Note: Location paths are with respect to the webserver.

Mail Server Address

SMTP Mail Server™ : | 192158025 Port™ : | 25
UseSMTPSSL : OJ

PNG Cache Management
PNG Cache limit* : | 20 GB

Delete PNG Cache if the folder has not been accessedinmore than™ @ | 30 Days

\General Settings Information

Application URL : | https://qa-fx-dailyains-inc.com/collaboration

ApplicationTitle : | COLLABORATION PORTAL TEST COLLABORATION PORT

Application Email : | ambica.mekala@opexustech.com

(General Settings Information

Enable Document Management

2
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Collaboration Portal Administration

3.3 Application and Email Templates

ID# 73427

We've added two new subpages under Administration > System Configuration: Application

Templates and Email Templates.

Application Templates o @

Application Templates
Mame Subject Created Date

1 Submit Instructions Submit Instructions 11/02/2023
Rfd Instructions Rfd Instructions 11/02/2023

1 Consultation Instructions Consultation Instructions 11/02/2023

a4 Page:| 1 of 1 |Go| PageSize| 3 || Change Htem 1103 0f 3

Edit Application Templates

Email Templates

Email Templates

Name Subject Created Date
Program Office Notification of Portal User ID [APPLICATION_TITLE] Login Infermation 11/02/2023
Password Information [APPLICATION_TITLE] Password Information 11/02/2023
Forgot Password [APPLICATION_TITLE] Password Information 11/02/2023
Forgot Password Identification Code Notification [APPLICATION_TITLE] Identification Code 11/02/2023
Consultation Assignment Motification [APPLICATION_TITLE] Consultation Assignment Notification 11/02/2023
Request for Documents Assignment Notification [APPLICATION_TITLE] Request for Documents Assignment Notification 11/02/2023
Request Message Notification [APPLICATION_TITLE] Request Message Notification 11/02/2023
Deactivation Reason [APPLICATION_TITLE] Deactivation Reason 11/02/2023
Completed Task Notification Completed [TASK_TYPE] Task Notification - Request # [REQUEST_ID] 11/02/2023
Message Notification To FX Message Notification For Request# [REQUEST_ID][TASK_TYPE]- [ITEM_ID] 11/02/2023
Message Notification To Portal Message Notification For Request# [REQUEST_ID][TASK_TYPE] - [ITEM_ID] 11/02/2023
Receipt Confirmed Receipt Confirmed For [TASK_TYPE] - [ITEM_ID] from [PROGRAM_OFFICE] 11/02/2023
OTP Notification [APPLICATION_TITLE] One Time Passcode 11/02/2023
Regquest for Documents Task Deletion Request #[REQUEST_ID] Collzboration Portal Task Deleted 11/02/2023
Consultation Task Deletion Request #{REQUEST_ID] Collzboration Portal Task Deleted 11/02/2023
Page:| 1 of 1 G_o Page Size | 15 ||Change Item 10 15 of 15

Edit Templates

On these pages, Administrators can edit Application and Email templates, respectively. Select

the template you'd like to edit, then click the Edit button.

14



Edit Application Template
Application Template™®
Instruction Subject®

Instruction Body

Collaboration Portal Administration

Submit Instructions

Submit Instructions

o

o =
B R

|8 2|

|fj|_d B I U ahe x' % ‘erdana

»| 12px

| Marmal -

i':ilﬂ'j"}::faica'r - |3,

Submit Instructions!!@! test

/' Design | € HTML

Words: 3 Characters: 28

% Preview

| save | Close |

The Edit Template page opens, where Administrators can edit the template name, subject, and

body text.

3.4 Search Users

ID# 73421

We've also updated the Users page (Administration > Organization Setup > Users). Here, you
can view Collaboration Portal accounts, search for specific users, and edit account

information.

15



Collaboration Portal Administration

[=] searchuser

o
[ Search Users )
Search Criteria Wild card searches *) are supported
Personal Information User Information
FirstName : = Login : |~
Last Name : |+ Action Office : | all -
Email @ | = Group : |all -
- Advanced

First Name

M AMbica

Milbourne Marcus

3.5

ID# 73426

ambica.mekala@opexustec...

marcus.milbourne@opexus...

Group Name Action Office
General
General HQ

General HQ

Session Audit Log

Active Login Status
Mot Logged In

‘Yes Mot Logged In

Yes Not Logged In

Created Date

11/02/2023

11/08/2023
11/13/2023

The Audit Log is now available under Administration > Security > Audit Log. On this page,
administrators can access two different Audit Logs: the Session Audit Log and the User Action

Audit Log.
Audit Log o
@ Session Audit Log ) User Action Audit Log
— Filters
First Name: | | Last Name:: |
Login From: 9/3/2024 To: 9/9/2024
Filters | |
— Results
Full Name Work Station Login Time ~.~ Logout Time Login Name
Admin Admin 10.10.10.99 09/09/2024:11:35:15 Admin
Admin Admin 10.10.10.99 09/09/2024:11:31:31 09/09/2024:11:32:05 Admin
Admin Admin 10.10.10.99 09/09/2024:11:13:58 09/09/2024:08:51:05 Adrmin
Admin Admin 10.251.2 38 09/06/2024:11:11:42 09/06/2024:10:40:47 Admin
Admin Admin 10.251.2.24 09/06/2024:09:17:49 09/06/2024:10:15:29 Admin
Admin Admin 10.251.2.6 09/05/2024:05:14:37 09/05/2024:05:14:47 Admin
Admin Admin 10.251.2.6 09/05/2024:05:13:01 09/03/2024:05:14:13 Admin
| Page:| 1 |of 1 |Go| PageSize 7 |[Change ltem 1to 7 of 7
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Collaboration Portal Administration

The session audit log lists all user sessions, including the IP of the workstation where the
portal was accessed and the access times. The user action audit log lists user actions including
task views, message views, and task submissions. Use the Filters to search for users using the
First Name, Last Name, or Login From dates, then click Search to display matching results.
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4 Bug Fixes

We've corrected the following bugs in v11.8.0:

_

69742 Addressed a bug in which non-Admin users were able to access the

Administration folder in Collaboration Portal via the Administration URL.

76259 Resolved a bug in which non-Admin users could access Email Log details.



