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1 Veritone Integration with FOIAXpress

FOIAXpress integrates with the Veritone third-party application to enable video and audio file
redaction. Note that each FOIAXpress user sending files for redaction must have a Veritone
license.

1.1 Request a Veritone License

To request a Veritone license, notify your FOIAXpress administrator that you need a license.
Once approved, your administrator should send the approved request to
support@opexustech.com. After the account is established, you will be provided credentials

to access Veritone by Veritone Support.

1.2 Important Note About Multimedia Redaction

To maintain both the original multimedia file and the redacted version(s) in FOIAXpress,
multimedia files must be uploaded into FOIAXpress and sent to Veritone using the
established integration. If files are uploaded directly into Veritone, you will not have the
ability to send the redacted copies directly back to FOIAXpress.


mailto:support@opexustech.com

2 Multimedia Redaction

There are four steps to completing multimedia redaction using FOIAXpress and Veritone:

1. Adding multimedia to Document Management in FOIAXpress

2. Sending multimedia files to Veritone for redaction

3. Sending the redacted multimedia from Veritone back to FOIAXpress

4. Working with redacted multimedia files in FOIAXpress

(") Note: You must follow this process to ensure the redacted multimedia can be sent to
FOIAXpress. Any multimedia uploaded directly to Veritone cannot be sent back to
FOIAXpress.

Each of these topics is described in the following sections.
2.1 Add Multimedia to Document Management in
FOIAXpress

Multimedia files are added to FOIAXpress Document Management using the same process
used for standard documents. When creating the Folder to store the multimedia file, the
Document Format must be set to upload files in Native Format.

A folder can be created from within a request or directly from Document Management.
Follow the steps below to create a folder for uploading a multimedia file for redaction:

1. Create a new folder either from within a request or from Document Management.

2. At the Create Folder screen, select Native Format - Redaction Disabled as the Document
Format, as shown in the following example. Selecting this option maintains the multimedia
file in its native format and allows for adding redactions using Veritone.

Home >> Document Management Mote: * fields are mandatory

File Cabinet Name* : | v|

Folder Mame™ : |

Document Format : [EREREl el el R

Separate Single-Page Files
Native Format - Redaction Disabled

+ Bates Information

I Create Folder |

3. Once the folder is created, add the file to the folder by browsing for and selecting the file
to be uploaded:

2l 5



Multimedia Redaction

Document Management Options

Option for Adding Pages
Add all files to a single folder :

® Add files directly to the folder
O Add each file as a separate section under the folder

I Add Documents

Use one of the methods below to upload a file, then click the Add Files Button

Drag and Drop Zone

Files List

Attach Files

Notes :
Adding Password Encrypted documents is not supported.

All file formats can be added and will be stored in their native format. Redaction will be disabled for native format files. Executable files such as exe, dll,vbs bat,com pif vbe, wsf are ignored

4. If you have multiple files to redact, you must create a separate folder for each multimedia
file. Repeat the process for each multimedia file for redaction.

2.2 Send Multimedia File to Veritone for Redaction

After a multimedia file is added to the folder, the next step is to send the file to Veritone for
redaction.

1. Open the folder containing the multimedia file in Document Management.
2. Expand the folder and click on the multimedia file.

‘% e x ‘ |;| ’—E” @‘%Addﬁ]lder{s)to... - %‘ Show ‘I:j ».."\ ».é\ (= e hd

=0 I-9 2023-FOI-00006 - Review Log Eilterg
B CIES traffic camera videos
B 2 pemo video Short(1)
| 1 B peme Video Shortmp4 |

3. The multimedia file details display as shown below. To send the file to Veritone for
redaction, click Click Here to Redact this Media File. For a list of supported file types,
please click here.

(") Note: To download a copy of the originally uploaded multimedia file, click the Click Here
to Download Original File button.
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This document is in native file format (MP4).

Click Here to D IS e
gl File

- Click Here to Redact this Media File |
Close

File Details
MName : Demo Video Short.mp4
Type: MP4 (MP4 Video format)
Size: 2.56 MB

4. The Save Review Layer screen appears. Add a Layer Name in the field provided, then click
Save to save the review layer:

h Save Review Layer

The media file 'Demo Video Short.mp4’ will be sent to Veritone where it can be ingested and
redaction/review will take place. Click Save to Continue
— Layer Name*

Initial Review I
! - Select from List
Existing Review Layers of ‘Demo Video Short’

Created Date Review Layer Mame

Mo Review Layers found.

Mote: * fields are mandatory

5. After saving, you are automatically transitioned to the Veritone login screen. Use your
provided Veritone credentials to log in, or if your network is enabled with Single Sign On,
log in using your network username and password.
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4/ VERITONE.

Welcome back!

Email *

6. Once logged in to Veritone, you are prompted to select the tools you want Veritone to
use when initiating the file redaction. Select from the available options, then click Ingest.

Ingest from URL X

[0 @ Run Head and Object Detection
[J i Run Transcription

FOIAXpress Request ID: 671d0595-84b-4403-8094-cb10fc157cf0 ¢ ancEL INGEST

7. Veritone begins the media upload process, and automatically applies any tools selected in
the previous screen. When Veritone completes its initial review/redaction on the file, you
can begin your review of the file. Please refer to your Veritone training (and Veritone's
documentation) for instructions on how to redact multimedia using Veritone.



https://help.veritone.com/en/collections/1419183-veritone-redact
https://help.veritone.com/en/collections/1419183-veritone-redact

Multimedia Redaction

REDACT

UPLOAD MEDIA

2.3 Sending Redacted File Back to FOIAXpress

When you complete your final review of the multimedia file in Veritone, follow the steps
below to send the file back to FOIAXpress:

1. In Veritone, go to your Redacted Files view for the multimedia file.

2. In the Redacted Files view, click the SEND TO FOIAXPRESS button to initiate a job to
send the redacted file back to FOIAXpress as a review layer.

GUID-00000001138-1gb Movie-Test 1 GB Draft v REDACTED FILES Request: 4e507efd-1d2d-43e6-b19e-51200647b422

Latest Redacted File

ovie-Test 1 GBIRED.

EXPORT ZIP

DOWNLOAD
MEDIA

DOWNLOAD
AUDIT LOG

SEND TO
FOIAXPRESS

DELETE

3. You will receive a job notification from FOIAXpress when the multimedia file is available.
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2.4 Working with Redacted Multimedia in FOIAXpress

After the redacted file sent from Veritone is received in FOIAXpress, there are options
available for working with the redacted file.

(") Note: Audio and video files (native format) can’t be played in FOIAXpress but can be
download locally to preview or for other required purposes. The files in FOIAXpress can be
delivered to the requester using the document delivery feature of the application and will be
stored in FOIAXpress along with the request for retention purposes.

You must manually apply redaction codes to multimedia redacted in Veritone (as noted in the
table below) so that the exemptions can be captured for annual reporting purposes. Once the
file is added to the Request Folder it can be delivered to the requester. Any exemptions
applied to the redacted multimedia are also applied to the Final Actions in FOIAXpress.

The options available for working with redacted multimedia files are described in the
following table:

_

Download Redacted Click to download the redacted file (as redacted in the Veritone
File application). This option is only available after the file is redacted
and sent back to FOIAXpress.

Click Here to Redact Click to send the file to Veritone for redacting. The file opensin a
this Media File new tab using the Veritone application.

(") Note: Each time this option is selected, a new copy of this file is
added to the Veritone repository.

For information about applying redactions to multimedia files,
please consult documentation provided by Veritone.



Apply Redaction
Codes

Multimedia Redaction

Description

Select redaction codes to apply to this multimedia file. On selecting
Apply Redaction Codes, the Select Redaction Codes screen appears
as shown below. Select applicable codes from the list, then click

Select to apply these to the multimedia file.

[ | A2

O o Permits withholding information that is classified for national security purposes. =
O o Permits withholding of records related solely to intemal rules and practices.
Permits withholding of records or information if a law specifically exempts the material
O o
from disclosure.
0O ®@ Permits withholding of records related to trade secrets and other confidential business
information.
Permits withholding information under the deliberative process privilege, including the
a oo pre-decisional documents, or information that could be withheld under civil discovery,

attomey-client, or attomey-work product privileges.

Permits withholding of records and information about individuals when disclosure would

(©)6) be a clearly unwarranted invasion of personal privacy.

IO Permits withholding of records when interference with law enforcement proceedings can
be reasonably expected.

BOE) Permits withholding of records when a person would be deprived of a fair trial or an

impartial adjudication. -

Description

7US.C.§1502.. Certain information furnished by a producer under the Federal Crop Insurance Act.

Information obtained pursuant to chapter 51 of title 7 of the United States Code, which
7USC 52018.. concerns the handling of information submitted by applicants to the Supplemental
Nutrition Assistance Program

Providing that “a copy of any determination granting an exemption under subsection (b)
(1) or (b)(3) [from application of penalties for acts affecting personal financial interests v

[ Move Codes to Margin Note

() Make selections as default for the current session X
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