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1 About Office 365 OAuth Configuration
1.1 In This Manual

This manual contains steps to configure eCASE to integrate with OAuth for sending emails
from a system account. The steps to complete this configuration take place in three parts:

e Register Application: Register your application through the Azure Portal.

e Create Client Secret: Using the Azure Portal, create a Client Secret you will use for
OAuth configuration.

e API Permissions: Add appropriate APl permissions to permit sending emails.
1.2 Prerequisites

The following are prerequisites for completing OAuth configuration:

e OAuth configuration should be completed by a system administrator with the
appropriate knowledge and access to complete all required steps.

e Before beginning the configuration, you must create an Exchange mailbox in Office 365
(ex. noreply@opexustech.com). This email appears as the sender for all system messages
from eCASE and is used to complete the configuration.



2 Register Application

The first step in OAuth configuration is to register your app. Follow the steps below to register

the appin Azure:

1. Loginto portal.azure.com using the Exchange mailbox created as the eCASE system
account.

2. Click App Registrations > New Registration. The Register an application screen appears:

- ) P foul QAOffice365@ainsinc.o... @
2 Search resources, services, and docs (G+/) [ EY' Ll @ @ o~ AINS, INC (FOIAEXPRESS.COM) ‘P

Home » App registrations

Register an application - X

* Nameo

The user-facing display name for this application (this can be changed later).

Supported account types @

Whao can use this application or access this API?

~ - i
(®) Accounts in this organizational d s only (ains, Inc only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Ppersonal Microsoft accounts only

Help me choose..

Redirect URI (optional) e

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

3. Enter a(A) Name for the app in the field provided.

4. Under (B) Supported account types, the top option is selected by default. You may need to
make a different selection depending on your organization’s needs.

5. Under (C) Redirect URL, enter “<Application Admin URL>/connectors/SMTP.aspx” where
<Application URL> is replaced with your application’s admin URL.

6. Click Register to register the app.

7. The appisregistered. The screen displays the (A) Application (client) ID and (B) Directory
(tenant) ID. Copy both to your clipboard or otherwise save for later reference:



Register Application

Home > App registrations >
g5 OAUTH Application = - X
|/'7 Search (Ctrl+/) | « i Delete @ Endpoints & Preview features

L} @S Got a second? We would love your feedback on Micrasoft identity platform (previously Azure AD for developer), —

Quickstart
# Integration assistant A Essentials
Manage Display name ) Client [redfriia 2
OAUTH Application Add a certificate or secret
&= Branding & properties Application (client) ID Redirect URIs
L 9420605b-35de-48d4-980e-214db1eath45 b,_0 spa, 0 public client
3 Authentication
Object ID A on 1D URI
Certificates & secrets edf2ca10-71ff-4fde-3520-217b070e7100 Add an Application ID URI
1I! Token configurstion Directory (tenant) ID Managed application in local directory
286C73c6-1977-4164-8037-33ca7fa29664 OAUTH Application

©- APl permissions Supported account types

& Expose an API My organization only

8. Access eCASE Administration (eCASE > Settings > Connectors > eMail (SMTP)). The
configuration screen appears as shown below:

Hgave leose Note: * fields are mandatory when enabled
Enable/Disable:
Authentication Mode: *
User Name: * l ]
OAuth Client ID: * o [ ]
Public Key (secret): l ]
Tenant ID: @l ]
Use SSL: No v

Recipient Limit: B

9. Under (A) OAuth Client ID, enter the Application (client) ID from step 7.
10. Under (B) Tenant ID, enter the Directory (tenant) ID from step 7.

11. Inthe User Namefield, enter the email address being used as the system account for this
configuration (ex. noreply@ains.com).

12. Click Save to save the changes.



3 Create Client Secret

Next, you'll follow the steps below to create a new Client Secret:

1. Within the Azure Portal, access your application, then access the Certificates & Secrets
screen.

2. Click New Client Secret:
Home > App registrations > OAUTH Application

OAUTH Application | Certificates & secrets = P

‘/-’.'J cer | < Qj Got feedback?

Manage
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at 3 web addressable location (using

Certificates & secrets an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets {0) Federated credentials (0)

& secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

= MNew client secret

Description Expires Value &) Secret ID

Mo client secrets have been created for this application.

3. The Add a client secret screen appears. First enter a Descriptionin the field provided. This
is an internal description that is visible only to Admin users:

Add a client secret X
Description | Enter a description for this client secret |
Expires | Recommended: & months e |

4. Usethe Expiresfield to determine an expiration date based on your organization’s
preference (with a 24-month maximum).

(') Note: Take a note of this expiration date, as this Client Secret will need to be renewed prior
to the expiration for continuous operation.

5. Click Add to generate the Client Secret.

6. The Client Secret is successfully generated, and the secret appears as shown in the
example below:
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Create Client Secret

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federatad credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T Mew client secret

Description Expires Value @ Secret ID

MNew client secret 2/18/2023 hoZ8Q~tKQUINjHsFMsUpdGX0.uK~0dz... [ 1627ab0e-dbb8-4894-92df-92f08f168577 [ [g]

(') Note: Save the “Value” as this cannot be retrieved. You will need this to complete the
configuration.

7. Copy the Valuefield to your clipboard.
8. Access eCASE Administration (eCASE > Settings > Connectors > eMail (SMTP)).
9. Copy the value obtained in step 7 into the Public Key (secret) field:

Hgave leose Note: * fields are mandatory when enabled

Enable/Disable:

Authentication Mode: * OAuth h

User Name: *

OAuth Client ID: *

Public Key (secret):

Tenant ID:

Use SSL:

Z—..—..——.
[=]
|jl

Recipient Limit:

10. Click Save to save the changes.



4 API Permissions

The final step to enable OAuth is configuring AP| permissions:

1. Openthe Azure Portal and access your application page, then click AP| permissions:

All services > App registrations > OAUTH Application

- OAUTH Application | APl permissions = - X

|/'7 Search (Ctrl+)) ‘ € () Refresh A7 Got feedback?

B overview =

& Quickstart 2
@ The “Admin consent required” calumn shows the default value for an arganization. However, user consent can be customized per permission, user, or app. This celumn may net

A Integration assistant refiect the value in your organization, or in organizations where this app will be used. Learn more

Manage

Configured permissions
= Branding & properties Applications are autheorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

3 Authentication all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets T~ Add a permission " Grant admin consent for A nc
" .
Il _Token configuration API / Permissions name Type Description Admin consent requ... Status
-5 API permissions “ Microsoft Graph (1)
& Expose an API User Read Delegated  Sign in and read user profile No
i App roles
&2 Owners

To view and manage permissions and user consent, try Enterprise applications.

k. Roles and administrators

H Manifest

Sunmart + Tranhlachantins

2. Fromthe API Permissions screen click Add a Permission.
3. The Request APl Permissions screen appears. Click Microsoft Graph:

Request API permissions

Select an API
Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

\_—
4’\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
<4

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpoint.

r Azure Communication
L

DD Azure Batch 9 Azure Cosmos DB

Services
Schedule large-scale parallel and HPC Rich communicaticn experiences with Fast NoSQL database with open APls
applications in the cloud the same secure CPaaS platform used for any scale.

by Microsoft Teams



API Permissions

4. Next click Application Permissions.

B @ & QAOffice365@ainsinc.o... @

AINS, INC (FOIAEXPRESS.COM) 000

Request AP| permissions X

< All APIs
| {S} Microsoft Graph
https://graph.microsoft.com/ Docs '

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

5. Inthe Select Permissions field, type “mail”.
6. Locate and expand the Mail permissions, then select Mail.Send:

Request API permissions X
gt s | B
Select permissions expand all
‘/’-7 mail b |
Permission Admin consent required

> MailboxSettings

7 Mail (1)
Mail.Read @

|:| L . Yes
Read mail in all mailboxes
Mazil.ReadBasic (0

|:| . o . Yes
Read basic mail in all mailboxes
Mail.ReadBasic.all @

D . o . Yes
Read basic mail in all mailboxes
Mail.ReadWrite @

D ) . Yes
Read and write mail in all mailboxes

. Mail.Send @
Yes

Send mail as any user

7. Click Add Permissions to apply the selected permission.

8. The Administrator must grant these permissions. The Admin receives a notification to
grant the requested permission and, once this permission is granted, the mailbox can send
mail from the system account.



