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1 Introduction

In this installation manual, you will receive step-by-step instructions on how to install eCase,
version 11.0.0. If you are a Windows System Administrator, this manual was primarily written
with you in mind. However, if you instead hold one of the IT positions listed below, or perform
duties related to one or more of those IT positions, then this manual is also intended for you.

e Database Administrator
e Development Manager
e IT Technical Writer

e IT Project Manager

e Software Engineer

e Software Tester

A major goal of the eCase Installation Manual — in addition to guiding you through a successful
installation — is to provide supplemental information in appendices about eCase that you will
find useful and time saving.

This document does not cover the System Requirements, we strongly recommend that you
review System Requirements document before installation to understand about eCase
deployment architecture and server requirements. The system requirements for the required
servers referred in this document are explained in System Requirements document.

1.1 Scope

The information presented in this manual covers how to install eCase Version 11.0.0, onto the
Application Server in a Windows Server, Network Operating System (NOS) environment. Given
that certain components are essential in completing the installation, topics covered include the
following:

e Configuring the database server for use with eCase
e Configuring the file repository server for use with eCase

This manual does not provide instructions about installing Windows Server NOS. For installation
details, please consult the appropriate Windows Server installation documentation, or your
software vendor.



Introduction

1.2 Q0Overview

eCase is arobust, web application that helps organizations to create case management
applications through low code approach. In other words, eCase helps organizations to automate
their business processes by automating the entire lifecycle of a workflow, a process referred to
as acase.

1.3 References

The following resources are used as references in preparing this manual:

e eCase System Requirements Manual
e eCase Prerequisites Installation Manual

1.4 Installation Prerequisites

Ensure the following software applications are installed on the server on which you plan to install
eCase:

e NET Framework version 4.8
e [ISversion 8.5 or later

Also, ensure that the SMTP server is configured, so that emails can be relayed to intranet and
internet domains.

(1) Note:

Although you can install eCase web application, eCase Admin application, the database, file
repository and the scheduler service on the same server, distributing them on separate
servers is highly recommended due to their processing demands on the CPU. This installation
approach helps eCase and its essential components to achieve higher levels of performance.
Please refer to System Requirements document to understand about eCase deployment
Architecture.

(1) Notes:

For information about how to determine which .NET Framework is installed on your server,
direct your web browser to the following URL:

https://msdn.microsoft.com/en-us/library/hh925568(v=vs.110).aspx

2l 7
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For information about downloading and installing .NET Frameworks, direct your web
browser to the following URL:

https://msdn.microsoft.com/en-us/library/5a4x27ek(v=vs.110).aspx
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2 Step 1. Creating the Database

This chapter guides you step-by-step through the process of creating a database for use with
eCase. Before you install eCase, carry out the steps in this chapter.

2.1 SOL Server Database

The type of database you will create in this section for use with eCase is a SQL Server Database.
Follow the step-by- step procedures outlined below to create the database.

To create the SQL Server Database

1. Double-click the eCase folder, and then double click the Server folder.
2. Right-click the Setup.exe file, and then click Run as administrator on the short-cut menu.

—_— -

& Sepo——m- AIRS2
se  Open 28/2
@ Sy ¥ Runas aginiﬂ:ratnr b 19/
) vis Troubleshot compatibility Ha/7
) vjs 7-Zip * |82
“al wene I:R.I: SIH.IE'L 3 Mo

3. The Setup will show the Help Window with list of manuals. Click on any link to view the
corresponding manual. In left panel, click Configuration to setup the database.



Step 1: Creating the Database

GCASE o

Help u HElp
E Installation

E System Requirements Manual
E Configuration Read the Product System Requirements Manual.

Server Installation Manual
Read the Product Installation Manual.

E Prerequisites Installation Manual

Read the Product Prereguisites Manual.

E Release Motes
Read the Product Release Motes.

H Application Upgrade Manual
Read the Product Upgrade Manual.

A Product of AINS, Inc.
http://www.ains.com

4. On the task panel of the eCase Configuration window, click Create eCase Database, and

5.

then click SQL Server on the short-cut menu.

GCASE T

Help kd Configuration
Installation

Create eCase Database

E Configuration Installs/upgrades the eCase database and executes the script to setup the default
organization and data.

A Product of AINS, Inc.
http://www.ains.com

In the eCase Database Server dialog box, type the license key in the License Key box (if
this box is empty), and then click Continue

10



Step 1: Creating the Database

X

2 eCase Database Server

License Key: D
Select option:

(® Setup new eCase database v11.0.0.

O Upgrade eCase database from previous version to
v11.0.0.

Itis recommended that you back up the existing database
before running the Upgrade option

Continue Cancel

(!') Note: The license key is in a file included with the set up CD. If this file is in the same
folder as the Setup.exe file, the license key will be entered into the License Key box
automatically.

6. Inthe eCase Database Setup dialog box, do the following:

a.
b.
C.

Type the server name in the Server Name box
Under Authentication Mode, ensure SQL Server Mode (default) is checked.

Type your SQL Server login ID in the Login ID box, and then type password in the
Password box.

The SQL Server Login ID is required to have permissions either to create new

database for eCase or get the list of databases to select a blank database for eCase.
7. Click Next.

11



Step 1: Creating the Database

=" eCase Database Setup X

[4 Enter the required information to create and configure the
- eCase database onthe MS SCQL Server.

Connectto MS SQL Database Server

Enter the name of the database server to connect to.

Server Mame: |eCase DB Server

Authentication Mode
® SQL Server Mode () Windows Mode

Provide the Login ID and Password to create the eCase
database.

Login ID: |sa |

Passwaord:

ws| |

Next Cancel

8. If you are creating a new database, do the following:
9. Select “Database Name” option and enter the database name

10.Enter the SQL Server Login ID/Password created and assigned as database owner for
new database.

11.Check the Configure Repository check box.
12.Click Next.



Step 1: Creating the Database

= eCase Database Setup X

£ Ii,'ﬂ Enter the database name, userlogin and password to be
=" createdinthe specified text boxes.

Create Database

Enterthe database name to create

@ Database Name: |eCaseDB

() Select Database: eCaseDB

Enter the login ID and password to access the database.

Login ID: [eCaseUser |

Password: | |

[] Enforce Passwaord Policy

Back Next Cancel

13.1f you are using an existing blank database, do the following

a. Select “Select Database” option and select a blank database created by your DBA
14.Click Next to configure Repository

15.Please select Repository Type: Native or SharePoint.

13



Step 1: Creating the Database

=" eCase Database Setup x

To setup the eCase file repository, choose the location paths
.| forthefollowing entiies.

eCase Repository Information

Repository Type:  Mative w

The location specified below is with respect to the webserver.
Before using the webserver make sure that this folder exist on
the system and it is accessible through the web server.

Document Search Service: | Windows Search Service

Mame: | |

Root Directory: | |

Capacity (MB): | |

Back Next Cancel

16.Select Document Search Service option for Native Repository.

a. If Windows Search Service selected, you have to install Windows Search Service
on eCase Application server and Repository root directory location should be
configured on eCase Application Server in local drive (For example, D:\DMS).

b. If eCase Search Service selected, Repository root directory location can be local or

anetwork location (For example, remote file repository location on
Server_NameO1 will be configured as, \\Server_Name01\DMS)
17.Enter the File Storage Area Name, Root Directory (local drive or network location as
described above) and Capacity in MB. If Root Directory is:

a. Local Path: Install eCase Scheduler on eCase Application Server when eCase
Search Service selected.

b. UNC Path: Install eCase Scheduler either on eCase Application Server or on a
different server. Configure the service with adomain user account and set the
Read, List Folder Contents, Read & Execute permissions to Repository location.
To configure eCase Scheduler Service user account refer the eCase Scheduler
Configuration topic.

18.Click Next to Configure eCase Authentication and System Account details.

14
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Field Name

Step 1: Creating the Database

= eCase Database Setup x

L&, Enter the Admin login details in the specified text box.

Admin Login Details

Authentication Details
Authentication: |Forms v|

Membership provider: |Database V|

System Account Details
A system account will be created automatically to run eCase background
processes and email service. Please enter details for this account.

Email: |user@ains.com |

A default login wil be created to manage the eCase application. Pleaze
enter the "Admin’ login details.

Login: |Admin

Password: |*‘*‘“‘*

Confirm Password: |“'“"’

Last Name: |.Admir1

Email: |user@ains.com

|
|
|
First Name: |.Admir1 |
|
|

Time Zone: |{UT{H15:U{J} Eastern Tims ~

E Back ” Next ” Cancel |

Description

eCase Login Mode

Forms - Standard level of access for the eCase application;
this is the default option

Single Sign On - Allows the user to automatically log into
eCase without prompting for credentials

eAuthentication - An authentication service provided by a
proxy/remote server to other distributed servers, on the
internet or an intranet; users must submit requests to obtain
login/logout credentials.

15



Step 1: Creating the Database

Membership Provider Database - Login credentials will be stored in the eCase
database; this is the default option

LdapMembershipProvider - Login credentials will be stored
and verified by the LDAP server; this option must coincide
with the Portal application

Login The unique identifier that verifies the Admin user’s identity;
this system administrator user manages the eCase
application.

Password The security credential associated with the Admin user to

gain access to the application.

Confirm Password Same as above

First Name The first name of the Admin user

Last Name Surname of the Admin user

Email Email address for the Admin user

Time Zone The region that has a uniform standard time; the current

time zone is selected by default.
LDAP Server Name The name of the LDAP server

Service User Name The identifier given to a user that has access to the LDAP
server entered as Server name/User Name

Service User Password The security credential associated with the Service User

gj 16



Step 1: Creating the Database

Field Name Description
Domain The name of the IP resource to access the database server.
eAuthentication ID An electronic authentication identifier for the Admin user;

the user must submit a request to obtain an ID.

eAuthentication Log Out A URL that logs out an authenticated user from the server
URL with the specified callback method and user state; the user
must submit a request to obtain the web address

19.1n the Organization and fiscal year configuration details dialog box, fill out the boxes
with the requested information, and then click Next.

= eCase Database Setup *
Enter the organization and fiscal year configuration details in
the specified text boxes.

Canfiguration
Qrganization Information

Organization Mame: |AJNS, Inc. |

Office Name: |AINS_HQ |

Office Code: 123 |

Fiscal Year Information

Current Fiscal Year. | 2019 ~
Fiscal Year Starts: |1Uf01i2018 B~ |
Fiscal Year Ends: |UQ:’3UJ‘2019 B~ |

Note: Click on the drop down arrow to invoke the Calendar.

SMTP Server Information
SMTP Server Address: [10.0.0.0.0] |

SMTP Server Port No: |25 |

Back Cancel

gj 17




Step 1: Creating the Database

20.When you receive the “Ready to Setup the eCase database” message, click Finish.

|=" eCase Database Setup st

Ready to Setup the eCase database.

Setup Progress

Component Status
Create Database Pending
Execute Script Pending
aCase Tables Pending
eCase Default Data Pending
Portal Data Pending
eCase ZipCode Data Pending
eCase Procedures Pending
eCase Miscellaneous Pending
Configure Organization Details Pending
Configure Office Details Pending
Configure Fiscal Year Pending
Create Admin User Pending
Create Document Library Pending
Update Configuration Details Pending
Update Processes References Pending

21.When you receive the “Database Successfully created” message, click OK.



3 Step 2: Installing eCase

eCase is installed on the Microsoft Internet Information Services (I1S) web server.
3.1 Install eCase

1. GotoeCase folder, and then open the Server folder.
2. Right-click the Setup.exe file, and then click Run as administrator on the short-cut menu.

-

& Se L2682
b Sel | 0P 2872
i su ®' FRunas a%:ﬂnistratnr b 119,
) vis Troubleshoot compatibility Hs,2
@ vig 2P b s

\ e CRC 5HA b ke

3. On the navigation panel of the eCase Help window, click Installation.

GCASE T

Help =l Installation

E Installation
E Install eCase Application

E Configuration Installs eCase Application and required components.

(7 Install eCase PDF Editor

Installs eCase PDF Editor and required components.

Install eCase OCR Components

Installs eCase OCR Compenents and required components.

(7] Install eCase Document Review Management

Installs eCase Document Review Management and required components.

4. On the task panel of the eCase Installation window, click Install eCase Application.

19



Step 2: Installing eCase

GCASE

Help 2 Installation

E Installation
E Install eCase Application

E Configuration Installs eCase A-=t=nt A immdd "
’-1 Installs eCase Application and required components. |

(7 Install eCase PDF Editor

Installs eCase PDF Editor and required components.

5. Inthe eCase Application Server dialog box, type the license key in the License Key box (if

this box is empty), and then click Continue.

(') Note: The license key is in a file included with the set up CD. If this file is in the same
folder as the Setup.exe file, the license key will be entered into the License Key box
automatically.

X

27 eCase Application Server

License Key: D
Select option:

(® Setup new eCase application v11.0.0

Itis recommended that you back up the existing database
before running the Upgrade option

Continue Cancel

6. The Set up new eCase application option selected by default.
7. Read the Welcome to the eCase Installation Wizard dialog box, and then click Next.

20



Step 2: Installing eCase

5 eCase Setup b4

' Welcome to the eCase
11.0.0 Setup Wizard

The Setup Wizard will instal eCase on your computer, Chde
Mext” to continue or "Cancal” to exit the Setup Wizard.

< Back hiext > Canicel

8. Read the Software License Agreement dialog box, then click | accept the license
agreement (default), and then click Next.

T eCase Setup X

End-User License Agreement
Please read the folowing kcense agreement carefully

SOFTWARE LICENSE AGREEMENT

NOTICE TO USER:

THIS IS A CONTRACT. BY SIGNING THIS AGREEMENT NUMBER
{#) LICENSES OF (EOIAXPRESS, PUBLIC ACCESS LINK,

ACTXP P SOFTWARE, YOU
ACCEPT ALL THE TERMS AND CONDITIONS OF THIS
AGREEMENT.

PLEASE READ THIS AGREEMENT CAREFULLY. AT THE END, YOU
WILL BE ASKED TO ACCEPT THIS AGREEMENT; OR, IF YOU DO v

(O 1 accept the terms in the License Agreement
(®) I do not accept the terms in the License Agreement

(1) Notes:

e The Next button remains disabled until the option to accept the license agreement is

selected.

2



Step 2: Installing eCase

e The Reset button sets the default to | do not Accept the License Agreement.

9. Inthe User Information dialog box, do the following:
a. Inthe Full Name box, type your first name and last (sir) name.

b. Optional: In the Organization box, type the name of the organization that you
work for.

c. Inthe Product Serial Number box, type the eCase application serial number (if this

box is empty).

T eCase Setup - o

User Information
Enber the folewing information to personaline veur installabon

Fudl Pineree;
Crganization:

Prodhct Serial umber: [ smessssecssssanes

The s=ttings for this spplication can be installsd for the current user or fior all users that
ahare B compuber, Yau must e Sdmeielr A% Aot 1o retal the Settrcs for Bl uders,
Irestall this apphcation for:

(2 Ondy for me
() Everybody (all users)

T o

d. Ensure Everybody who uses this computer is checked, and then click Next.

T eCase Setup - =

Select Installation Folder
This s the folder where eCase vl be installed.

f;mu[nﬂ'ﬁﬁiﬂﬂ.m Text”, To instal to a different folder, enter it below or dick
owEa",

Folder:
[Efrogan Fies s ccace | Browse...

< Back et > Cancel

10.1n the Destination Folder dialog box, click Next to accept the default folder in which to
install eCase, or click Browse to choose a folder of your choice.

22



Step 2: Installing eCase

11.In the Select Features dialog box, click Next to install all features of eCase.
eCase OData Services and eCase SOAP Services are not required unless integrations
with external systems are required. eCase Application, eCase Admin and eCase
Scheduler Service are required to be installed. They can be deployed on same server or
on different servers in production environments to meet the performance requirements.

¥ eCase Setup *

Select Features
Please select which features you would ke to instal

Click on the icons in the tree below to change the way features will be instaled.

(™ eCase Application
(i~ eCase Admin

‘:—"' L5k SUAR Senaces This feature requires 268 on your
[~ eCase OData Services hard drive. It has S of 5

(i~ eCase Schedulsr Services subfeatures selected. The
subfeatures require 1. 77GE on your
hard drive.

Location:  C:'Program Files\AINS eCase Browse...

<ok [Tods ] | coxe

12.In the Ready to Install the Application dialog box, click Next.

70 eCaze Setup 4

Ready to Install
The Setup Wizard is ready to begin the eCase installation

Chick “Tristall™ to bagn the installation. If you want to review o change any of your
rstalation settings, chck Back™. Chde "Cancel™ to exit the wizard.

SN e

13.When the Updating System dialog box appears, let the installation process run to
completion. (This process could run for several minutes.)

23



Step 2: Installing eCase

T eCase Setup *®

Installing eCase
Fleame wait while the Setup Wizard irsiale =Case. This may ke several mnubes,

Status: Copying new fles
|

(1) Note: It is highly recommended that you let the installation process run uninterrupted.
For information about uninstalling eCase, see Appendix D.

|=" eCase Database Configuration — O X

(g Enter the required information to configure the eCase
— database.

Application/Service: |All w

Database type: | SQL Server w

Diatabase server name

Database name

Login name:

Password

|
|
[] Windows Authentication
|
|
|

Column Encryption Key:

Database connection parameters

Connection imeout seconds

Command timeout: seconds

Note: Al the Applicationsi/Services can be configured by selecting "Al"
and saving the database information.

Test Connection Close

14.When the eCase Database Configuration dialog box appears, click Close.

15.The eCase Database Configuration dialog box appears if you selected at least one feature
shown in step 10 of this chapter during the installation process. You can skip filling out the

2l 24



Step 2: Installing eCase

eCase Database Configuration dialog box at this time. You can configure the database in
the next section. When you receive the “eCase has been successfully installed.” message,
click Finish.

%) eCase Setup X

* Completing the eCase Setup
Wizard

Click the "Finish ™ button to exit the Setup Wizard.

m

3.2 Verifying the eCase Installation

After installing eCase, you must next verify the installation. This chapter guides you through the

verification process.

To verify the eCase installation:

1.

ok wbd

On the task bar, click Start > All Programs > Administrative Tools > Internet Information
Services (1I1S) Manager.

In the Connections panel, Expand the Start Page > Sites > and Default Web Site.

Expand the eCase folder.

Locate Manage Applications > Browse Application on the right side of the screen.

Click Browse *:80 (http).

In the eCase Login dialog box, type your User Name and Password, and then click Sign In.

25



Step 2: Installing eCase

©CASE

Username:

admin

Password:

You are about to access a U.S. Government information system; system usage may be monitored, recorded, and subject to audit.
Unauthorized use of the system is prohibited and subject to criminal and civil penalties; and use of the system indicates consent to
monitoring and recording.

7. Click Help > About eCase.

(E) About eCase - Google Chrome - (] »

(D Mot secure | ga-ecase-appbd/:

OCASE o o vt
Wersion 11.0.0 Hotfixes(0)

Employes Relations 1.0 Hotfixes(0)

2 2022 AINS Inc. All Rights Reserved

8. Make sure the version is correct then close the screen.
9. Exitthe application. You have successfully installed and configured eCase.
(1) Note: If you are unable to launch eCase, try to re-create the database and repository

again.
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4 Step 3 (Optional): Installing eCase Add-on
Modules

eCase add-on modules are not required unless they are required to meet your business
requirements. You can skip this optional step when not required.

4.1 Install eCase POF Editor

To install eCase PDF Editor, please make sure eCase application is installed, then follow the
steps below.

1. Open Server folder.
2. Run the Setup.exe as run as Administrator.

©CASE

Help u Help

E Installation
System Requirements Manual

E Configuration Read the Product System Requirements Manual.

Server Installation Manual

Read the Product Installation Manual.

E Prerequisites Installation Manual

Read the Product Prerequisites Manual.

E Release Notes

Read the Product Release Motes,

L;_JJ Application Upgrade Manual

Read the Product Upgrade Manual.

A Product of AINS, Inc.
http://www.ains.com

3. Click the Install eCase PDF Editor under Installation section.
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Step 3 (Optional): Installing eCase Add-On Modules

(=] S

©CASE

Help = Installation

E Installation
E Install eCase Application
E Configuration Installs eCase Application and required components.

7] Install eCase PDF Editor

Installs eCase PDF Editor and required components.

E Install eCase OCR Components

Installs eCase OCR Components and required components.

7] Install eCase Document Review Management

Installs eCase Document Review Management and required components.

A Product of AINS, Inc.
http://www.ains.com

4. eCase PDF Editor Welcome screen will appear. Click Next.
# PDFEditor Setup x

* Welcome to the PDFEditor
Setup Wizard

The Setup Wizard will allow you to change the way PDFEditor
features are installed on your computer or even to remave
PDFEditor from your computer. Click "Mext” to continue or
"Cancel” to exit the Setup Wizard.

5. InEnd-User License Agreement, please accept license details and click Next.
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6.

Step 3 (Optional): Installing eCase Add-On Modules

48 PDFEditor Setup

End-User License Agreement
Please read the following hcense agreement carefully

AINS Inc.
SOF TWARE LICENSE AGREEMENT

NOTICE TO USER:
THIS IS A CONTRACT. BY SIGNING THIS AGREEMENT NUMBER

(#) LICENSES OF
SOFTWARE, YOU

ACCEPT ALL THE TERMS AND CONDITIONS OF THIS

AGREEMENT. i

(®) 1 accept the terms in the License Agreement
(1 do not accept the terms in the License Agreement
Advanced Installer

<tk > ] | conce

7. Click Next.

In Destination Folder screen, click Next.

£ POFEditor Setup

Select Installation Folder
This is the folder where POFEditor will be installed,

Ta 'n:ilzilh this folder, dick Text”. To instal to a different folder, enter it below or dick

Eolder:
IC: \Program File

NS eCase) Brgwse. ..

L

3

Advenced Instaler
<o -
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Step 3 (Optional): Installing eCase Add-On Modules

#3 PDFEditor Setup by

Ready to Install
The Setup Wirard i ready to begin the POFEditor installation

Chick “Tnstal® to begin the instalation. IF you want to review or dhange any of your
nstalation setbngs, didk "Badk”. Chdk "Cancel” to exit the wizard,

Advanced Instaler

T .

8. Installationisin progress.

9. Click Finish.

£ PDFEditor Setup b

Installing PDFEditor

Flease wait whie the Setup Wizard instals FOFEditor. This may take several
minutes.

Status: Copying new fles
|

Advanced Instaler

s | wos

30



Step 3 (Optional): Installing eCase Add-On Modules

1% PDFEditor Setup X

* Completing the PDFEditor
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

4.2 Install eCase OCR Components

eCase OCR Components should be installed on the same server where eCase scheduler is
installed. To install eCase OCR Components, follow the steps below on the eCase Scheduler
server.

1. Open Server folder.
2. Run the Setup.exe as run as Administrator.

©CASE

Help u Help

E Installation
E System Requirements Manual

E Configuration Read the Product System Requirements Manual.

Server Installation Manual

Read the Product Installation Manual.

E Prerequisites Installation Manual

Read the Product Prerequisites Manual.

E Release Notes

Read the Product Release Notes

Lf_fj Application Upgrade Manual

Read the Product Upgrade Manual.

A Product of AINS, Inc.
http://www.ains.com

3. Click on Installation and click on Install eCase OCR Components
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Step 3 (Optional): Installing eCase Add-On Modules

©CASE

7 =l Installation

E Installation

E Install eCase Application

E Configuration

(=] [t

Installs eCase Application and required companents.

(7 Install eCase PDF Editor

Installs eCase PDF Editor and required components,

E Install eCase OCR Components

Installs eCase OCR Compenents and required components.

7] Install eCase Document Review Management

A Product of AINS, Inc.
http://www.ains.com

Installs eCase Document Review

and required comp:

4. The message below appears, click Yes to continue.

OCR Service Setup

This will install OCR. Service into your system. Do you want to continue?

Yes Mo

5. eCase OCR Components Welcome screen appears. Click Next.

©CASE

ﬁ eCase OCR Components Setup

Welcome to the eCase OCR
Components 11.0.0 Setup

Wizard

The Setup Wizard will install eCase OCR Components on your

computer. Chick Next”" to continue or "Cancel” to exit the

Setup Wizard.
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6.

7.

Step 3 (Optional): Installing eCase Add-On Modules

In User Information screen, please provide the details and click Next.

#9 eCase OCR Components Setup

User Information
Enter the following information to personalize your installation

Ful Name: l

Organization: I

The settings for this application can be installed for the current user or for all users that
share this computer, You must have administrator rights to install the settings for all users.
Install this application for:

® Only for me
(Administrator)

(O Everybody (all users)

Advanced Installer

ook [ETT] | cone

X

In Destination Folder screen, click Next.

Select Installation Folder
This is the folder where eCase OCR Components will be installed.

To install in this folder, dick "Mext”. To instal to a dfferent folder, enter it below or dick
“Browse”,

Folder:
IE: Program FlesAINS eCase \Sdheduber),

< Back hext > Cancel

ﬂ eCase OCR Compenents Setup . x
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Step 3 (Optional): Installing eCase Add-On Modules

8. Click Install

ﬂ eCase OCR Components Setup bt

Ready to Install
The Setup Wizard is ready to begin the eCase OCR Components instalation

Chick "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Advanced Instaler
< Back Cancel

9. Installationisin progress.

ﬁ eCase OCR Components Setup 4

Installing eCase OCR Components

Please wait while the Setup Wizard installs eCase OCR Components. This may take
several minutes.

Status: Copying new flles
|

Advanced Instaler

10.Click Finish.

11. After successful installation of eCase OCR Components, please Configure the OCR in
eCase Scheduler using eCase Database Configuration.
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Step 3 (Optional): Installing eCase Add-On Modules

12.0pen eCase Database configuration and select eCase Scheduler Service in
Application/Service drop down box and then Save the database configuration.

[= eCase Database Configuration - O X

Enter the required information to configure the eCase
database.

Application/Service: |All w

Database type: | S0L Server w

Database senver name:

Database name:

Windows Authentication

Login name:

Passwoard:

— O

Column Encryption Key:

Database connection parameters

Connection timeout: seconds
Command timeout: seconds

Note: Allthe Applications/Services can be configured by selecting "All
and saving the database information.

Test Connection Close

13. After saving the database details, eCase Scheduler Configuration screen will appear.
Select eCase Optical

14.Character Recognition Service check-box and Save the Configuration and Close.



Step 3 (Optional): Installing eCase Add-On Modules

| eCase Database Configuration — O *

Corfiguration  Sign-On Mode  Scheduler Service Configuration

eCase Optical Character Recognition Service
eCasze

Document Review Management

Note: Services will be dizabled if they are not installed on the server.

Save Close

15.Click Save and close.

Database Configuration >

o Scheduler Service is configured successfully.

4.3 Install Document Review Management

To install eCase Document Review Management, please make sure eCase application and the
scheduler is installed.

To install eCase Document Review Management:

1. Open Server folder.
2. Run the Setup.exe as run as Administrator.
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Step 3 (Optional): Installing eCase Add-On Modules

©CASE

Help u Help
E Installation

System Requirements Manual

E Configuration Read the Product System Requirements Manual,

Server Installation Manual

Read the Product Installation Manual.

Read the Product Prerequisites Manual.

Release Notes

Read the Product Release Motes.

Application Upgrade Manual

e
IE Prerequisites Installation Manual
k4
H

Read the Product Upgrade Manual.

A Product of AINS, Inc.
http://www.ains.com

3. Go to Installation and click on Install eCase Document Review Management.

GCASE T

Help = Installation

E Installation
E Install eCase Application
E Configuration Installs eCase Application and required components.

4 Install eCase PDF Editor

Installs eCase PDF Editor and required components.

I { Install eCase OCR Components

Installs eCase OCR Components and required components.

4 Install eCase Document Review Management

Installs eCase Document Review Management and required components.

A Product of AINS, Inc.
http://www.ains.com

4. Click Next to continue.



Step 3 (Optional): Installing eCase Add-On Modules

ﬂ eCase Document Review Management Setup

+ Welcome to the eCase
@CASE Document Review
Management 11.0.0 Setup
Wizard
The Setup Wizard will install eCase Document Review

Management on your computer, Chick Next™ to continue or
"Cancel” to exit the Setup Wizard.

5. Please accept to agreement. Click Next.

6.

End-User License Agreement
Please read the following icense agreement carefully

SOFTWARE LICENSE AGREEMENT

NOTICE TO USER:

THIS IS A CONTRACT. BY SIGNING THIS AGREEMENT NUMBER
(£) LICENSES OF (EQIAXPRESS, PUBLIC ACCESS LINK,
REDACTXPRESS, SCANXPRESS, ECASE) SOFTWARE, YOU
ACCEPT ALL THE TERMS AND CONDITIONS OF THIS
AGREEMENT.

(O1 accept the terms in the License Agreement

(@)1 do not accept the terms in the License Agreement

Advanced Instaler

ﬂ eCase Document Review Management Setup X

In User Information screen, please provide the details and click Next.
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Step 3 (Optional): Installing eCase Add-On Modules

47 eCase Document Review Management Setup =

Select Installation Folder
This is the folder where eCase Dacument Review Management will be nstallad.

'I_'Elgstalhﬁis folder, dick "Mext”, To install to a different folder, enter it below or dick
wse",

Folder:

|C: ¥Program Files\AINS eCase),

Advanced Installer

<tk [ Next> ] | Ccancd

7. In Destination Folder screen, click Next.
ﬁ eCase Document Review Management Setup
Ready to Install
The Setup Wizard is ready to begin the eCase Document Review Management
installation
Click “Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Chick "Cancel™ to exit the wizard.
Advanced Installer
<peck [Tt ] | cone
8. Click Next.
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Step 3 (Optional): Installing eCase Add-On Modules

ﬁ eCase Document Review Management Setup x

Installing eCase Document Review Management

Please wait while the Setup Wizard installs eCase Document Review Management.
Thes may take séveral mirutes,

Status:  Copying new files
|

Advanced Instaler
*
9. After successful installation, click Finish.
j%l eCase Document Review Management Setup *

» Completing the eCase
@CASE Document Review
Management Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

10.Next, please configure the Document Review Management in eCase Scheduler using
eCase Database Configuration.

11.0pen eCase Database configuration and select eCase Scheduler Service in
Application/Service drop down box and then Save the database configuration.
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Step 3 (Optional): Installing eCase Add-On Modules

= eCase Database Configuration

Corfiguration

( # Enter the required information to configure the eCase
= database.

Application/Senvice: |All

Database type: | SCL Server

Database server name: || ‘

Database name: | ‘

[] Windows Authentication

Login name: | ‘

Password: | ‘

Column Encryption Key: | ‘

Database connection parameters

Connection timeout: seconds
Command timeout: seconds
Note:

All the Applications/Services can be configured by selecting "Al
and saving the database information

Test Connection Close

12. After saving the database details, eCase Scheduler Configuration screen will appear.
Select Document Review Management checkbox and Save the Configuration and Close.

= eCase Database Configuration

- [m} >
Configuration  Sign-On Mode  Scheduler Service Configuration

eCase Optical Character Recognition Service
eCase

Document Review Management

Note: Services will be dizabled if they are not installed on the server

Save Close

13.Click Save and close.
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4.3.1

Step 3 (Optional): Installing eCase Add-On Modules

Database Configuration -
o Scheduler Service is configured successfully,

Enable Find and Redact Feature

To install eCase, follow the steps below.

(1) Note: Before executing scripts below, please make sure that the OCR is installed and

configured.

1.

2.

Copy the FOIAXpress.Utilities.UDFRegExp.dll into SQL Server machine and place the
dllinto C:\temp.

Then, login to SQL Server Management Studio as “SA” and execute the following
queries.

EXEC sp_configure 'show advanced options' , 'l1';
GO

reconfigure;

GO

EXEC sp_configure 'clr enabled' , '1'

GO

reconfigure;

GO

Lastly, register the FOIAXpress.Utilities.UDFRegExp.dll assembly within SQL Server
using SQL Server Management Studio by executing the following queries.

GO

CREATE ASSEMBLY RegExP

FROM 'Provide file path'

GO

CREATE FUNCTION dbo.REGEXP LIKE (@Input nvarchar (max),@Pattern nvarchar (500))

RETURNS nvarchar (max)
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Step 3 (Optional): Installing eCase Add-On Modules

AS
EXTERNAL NAME RegExP.UserDefinedFunctions.REGEXP LIKE

GO
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5 Privileges for eCase Application Server
and Services

The following section lists all applicable directories and their required permissions for the
application to communicate with the file repository and load the assemblies. The privileges
outlined in the following sections are relevant to eCase web application and web pages.

5.1 Required Permissions for ASP .NET Process
Identify

The security permissions outlined below are specifically for the ASP.NET Process Identity (IIS
Application Pool Identity). In 8.5, the Application Pool Identity by default is set as the NETWORK
SERVICE user and as the Application Pool Identity user in 1IS 8.5 or above.

If eCase configured with Single Sign-On Authentication, both the 1S Application Pool Identity
users and all the

eCase users must have the permissions on files and folders listed in the table below.

If eCase configured with Forms Authentication, only the I1S Application Pool Identity user must
have the permissions on the files and folders listed in the table below:.

ASP .NET Process Identify Permissions

%SystemRoot%\Microsoft.NET Read, List This is the location for dynamically

e e Folder com.plle.d files. Beneath t|:]IS location,

Temporary ASP.NET Files Contents, application code generation takes
Read & place in a discrete directory for each

Execute, Write  application.



Privileges for eCase Application Server and Services

%SystemRoot%\System32

Program Files\AINS
eCase\eCase

-OR-

Program Files\AINS

eCase\eCase

%SystemRoot%\Microsoft.NET
\Framework\version and

subdirectories

Temporary Path

Read, List
Folder
Contents,
Read &
Execute

Read, List
Folder
Contents,
Read &
Execute

Read, List
Folder
Contents,
Read &
Execute

Modify, Read
& Execute,
ListFolder
Contents,
Read, Write

This contains system DLLs loaded by

the .NET Framework.

This is the location for application
files.

ASP.NET must be able to access the
system assemblies referenced in the
Machine.config file in the CONFIG
subdirectory under

%SystemRoot%\Microsoft.NET\Fr
amework\version\.

All eCase temporary files are stored
in this location.
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Privileges for eCase Application Server and Services

Program Files\AINS Modify, Read &

eCase\eCase\App_Data Execute, List

-OR- Folder

) Contents,
Program Files\AINS Read, Write
eCase\eCase\App_Data
Program Files\AINS Modify, Read &
eCase\eCase\lmages Execute, List

Folder

-OR- Contents,
Program Files\AINS Read, Write
eCase\eCase\lmages
Program Files\AINS Modify, Read &

Execute, List

eCase\Reports
Folder
Contents,
Read, Write

For Client Workstations:

User profile directory Modify, Read &

Execute, List

Folder
Contents,
Read, Write

This location stores dictionary files
for Spell Check.

The enterprise logo and eCase
application images will be stored in
this location.

This is the location where temporary
application report files are stored
when processed in the application

eCase controls will store the
temporary files before processing to
the application.
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Privileges for eCase Application Server and Services

5.2 eCase Scheduler Configuration

If the eCase Database installed with SQL Windows Authentication mode, the eCase Scheduler
Service user should be the owner of the database. Make sure to install the eCase Scheduler
Service before you start it. The following procedure details how to configure your eCase
Scheduler Service to confirm the identity of users before granting access to operateit.

(!!) Note: The eCase Scheduler Service user must be a member of the local or domain
Administrator group.

5.2.1 Start the eCase Scheduler Service

1. Click Start > All Programs > Administrative Tools > Services. The SERVICES screen
opens with the EXTENDED tab in view.

Services - [= [

File Action View Help

e EEEEN D

¥ Senvces (Local)| || F0 8 vices (Local)
eCase Scheduler Service Mame - Description Status Startup Type Lo~
5, DHCP Client Registers an... Running  Automatic Lo
Stop the service % Diagnostic Pelicy Service  The Diagno... Running  Automatic (D... Lo
Restart the service . Diagnostic Service Host The Diagno... Manual Lo
£ Diagnostic System Host The Diagne... Manul Ld
Description: . Distributed Link Tracking Cl... Maintainsli.. Running Automatic Ld=
eCase Scheduler Service < Distributed Transaction Co... Coordi Runniny g Automatic (.. N¢
% DS Client The DNS Cli. Running  Automatic (T... N
#7 cCase Scheduler Service eCase Sche... Running _Automatic Ld
£ Encrypting File System (EFS)  Provides th.. Manual (Trig... Lo
% Extensible Authentication P... The Extensi.. Manual Lo
% Function Discovery Pravide.. The FOPHO... Manual Lo
 Function Discovery Resourc... Publishes th.. Manul Lo
£ Group Policy Client Theservice.. Running  Automatic (T... Lo
% Health Key and Certificate .. Provides X.5. Manual Lo
% Humnan Interface Device Ser... Activates an... Manual (Trig.. Lo
£ Hyper-V Data Exchange Ser... Providesa .. Manual (Trig.. Lo
2% Hyper-¥ Guest Service Inter... Provides an Manual (Trig... Lo
% Hyper-V Guest Shutdown S... Provides a Manual (Trig... Lo
% Hyper-V Heartbest Service  Monitors th.. Manual (Trig.. Lo
£ Hyper-V Remote Desktop Vi... Provides a p.. Manual (Trig.. Lo
£ Hyper-¥ Time Svnchrenizat... Svnchrenize. Manu| (Trig... Lo
< w >
", Extended { Standard

2. Locate and select eCase Scheduler Service.

3. Right click eCase Scheduler Service and select Properties. The eCase Scheduler Service
Properties window opens with the General tab in view.
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General |LogDn|Hecmra'y|Dependenc:&s|

Service name: =(Casze Scheduler

Display name: eCase Scheduler Service

Description: |eCase Scheduler Service

Path to executable:
"C:\Program Files f<BE)"AINS eCase'\Scheduler\bin\ECaseScheduler exe”

Startup type: |A|..rtomatic s |

Service status: Running

| Start | | Stop | | Fause | | Resume |

*You can specify the start parameters that apply when you start the service
from here.

Start parameters:

4. Click the Log On tab then This Account. The password fields become enabled.

General | Log On |Hecovay|Dependenc:es|
Log on as:

®
[] Mlows service to interact with desktop

() This account: |

Pazsword: |

Confirm pazsword: |
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Click OK.

0 O N oW

Restart the eCase Scheduler Service.

Enter the user name and password for this account then confirm the password.

If service is currently running, the following message appears. Click OK.

Select Action Restart from the menu or right-click the on service name and select Restart

from the short menu. The Service Control window appears detailing the progress to
restart the service. The Status column should indicate ‘Started’ once completed.

10.Select File > Exit to close the Services screen.

5.2.2 Required Security Permissions for eCase Scheduler Service

User

Location

%SystemRoot%\ System32

%SystemRoot%\ Temp

User profile directory

Access

type

Read, List
Folder
Contents,
Read &
Execute

Full
Control

Read, List
Folder
Contents,
Read &
Execute,
Write

Comments

This location contains system DLLs
loaded by the .NET Framework.

This location used for Web services
support.

This location stores the cache files of
the Report Scheduler Service.
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Location

%SystemRoot%\
Microsoft. NET\Framework\versio n
and subdirectories

Program Files\ECase\Logs
-OR-

Program Files\AINS
eCase\Logs

Program Files\AINS
eCase\eCase\bin
-OR-

Program Files\AINS

eCase\eCase\bin

Access

type

Read, List
Folder
Contents,
Read &
Execute

Modify,
Read &
Execute,
Read,
Write

Full
Control

Comments

ASP.NET must be able to access the
system assemblies referenced in the
Machine.config file in the CONFIG
subdirectory under

%SystemRoot%\Microsoft. NET\Fra
mework\version\.

The application error log and
configuration files will be stored in
this folder.

The application error log will be
stored in this file.
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6 Configure XAML on User Workstations

Configure Internet Explorer for eCase as follows:

1. StartInternet Explorer, click Tools, and then click Internet options.

2. Click the Security tab, and then click Custom level. The Security Settings window opens.

Internet Options @

| General | Security |Priuaq-I | Content | Connections | Programs I Ad\ranced|

Select a zone to view or change security settings.

@ & v O

Local intramet  Trusted sites  Restricted
sites

Internet

@ This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Sites

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
[ - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

QK ] [ Cancel Apply

(1) Note: To work with Scan Control with 64-bit Internet Explorer, make sure Enable

Protected Mode (requires restarting Internet Explorer) is unchecked.

3. Inthe XAML browser applications section, select Enable, and then click OK.

51



Configure XAML on User Workstation

Security Settings - Internet Zone IEI

Settings

[&% .NET Framework A
[#% Loose XAML 3
@) Disable
() Enable
) Prompt
.éﬁ ®AML browser applications
(0) Disable
) Prompt
le %P5 documents

) Prompt
e NET Framework-reliant components
% Permissions for components with manifests

1 Nieshla
1 | [l | &

*Takes effect after you restart your computer

Reset custom settings

Besett0: | Medium-high (default) -] [ Reset. |

[ OK ] ’ Cancel ]

4. Grantread and execute permissions to IS app pool user on Controls folder if not exist.
(App Server)

5. Add thesite to the trusted sites.
6. Set custom level to the red highlighted option.

Security Settings - Trusted Sites Zone 3

() Disable -
@ Enable
=7| Enable XS5 filter
() Disable
@ Enable
Z| Scripting of Java applets
() Disable
Enable
() Prompt
82, User Authentication
2, Logon

*Takes effect after you restart your computer

Reset custom settings

Resetto: [ wegium (default) =] [ Reset.. |




Appendix A: Sign-On Mode Configuration

After setting up the application server, you can change the Sign-On Mode that you originally
chose using the eCase Database Configuration utility. The following sections provide
instructions on how to change to different Sign-On Modes.

Configure the Application and Access the Sign-0On
Mode Tab

1. Click Start > All Programs > eCase, right-click eCase Database Configuration and select
Run As Administrator. The eCase Database Configuration window appears. Select the
database type, enter the required information, then click SAVE.

£ e = €4 eCase Database Configuration I;Ii-

Configuration
Corfiguration
T ] Enter the required information to configure the eCase
fo—1 database (44 Enterthe required information to configure the eCase
= database.
Application/Senvice: |eCase v|
Application/Senvice: |eCase v‘
Database type: | S0L Server ] |
Database type: |0ra:le v‘

Database server name: |qa-ecase-sq|12 |

Database sefver name: |qafecasefsq|12 \

Database name: |ecasedb |

SID name: |ecasedb
["] Windows Authentication | ‘

[] Is Alias User?

Login name: |sa |

Schema name: |sa ‘

Password: | ******** |

Password: | ******* ‘
Database connection parameters

Database connection parameters
Connection timeout: seconds

Connection timeout: seconds
Command timeout seconds

Command timeout: seconds
Note: Allthe Applicationsi/Services can be configured by selecting "AlM

and saving the database information Note: Allthe Applications/Services can be configured by selecting “AlIl
and saving the database information.
Test Connection | [ sae | [ ciose |
eCase Database Configuration eCase Database Configuration

(SQL Server) (Oracle)

(!') Note: The Login Name and Password fields are disabled if Windows Authentication is
selected for the SQL Server database type.
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Corfiguration

o Enter the required information to configure the eCase
g database.

Application/Service: |eCase

Database type: | S0L Server

Database server name: | qa-ecase-sql12

Database name: | ecasedd

[v] Windows Authentication

Lagin name: |sa

Passward: |#5+%%%*

Database connection parameters
Connection timeout: seconds

Command timeout: seconds

Hote: Allthe Applications/Services can be configured by selecting “Al"
and saving the database information.

sae ] o

2. Once you save the required information for either SQL SERVER or ORACLE, the
following message appears.

o Do you want to save the Database details?

3. Click Yesto save the information. A confirmation message appears.

o Database details are configured successfully.

4. Click OK. The Sign-On Mode tab displays.
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Change the Sign-On Mode

Select the Sign-On Mode tab. The following window appears. It shows the Sign-On Mode

options selected during the database configuration.

(!') Note: The different Sign-On Modes vary on how users will connect to eCase and can
range from the default username/password connection to a more secure windows domain

authenticated connection.

E'g?

Sign-0n Mode

E Please choose the Sign-On Mode you want to

eCase Sign-On Mode

Note:

eCase Database Configuration |;‘i-

configure.

Sign-On Mode: |F0rms v|

Membership provider: |Database V|

You must configure IS as per the Sign-0On Mode which you
selected (refer to Installation manuals). Mext, you must restart
115 on the eCase application server for the changes to take
effect.

Details | Save | | Close |

1. Click the Sign-On Mode drop-down list and select the desired option. Enter the required

outlined in Error!

=

Sign-On Mode

E Please choose the Sign-On Mode you wantto

eCase Sign-On Mode

eCase Database Configuration I;‘i-

configure.

Sign-On Mode:

Membership provider:

Single Sign-Cn
eAuthentication
Note: SignedRequest
You must configure 115 a] SAML S50 you

selected (refer to Installation manuals). Next, you must restart
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Sign On Mode

Membership Provider

LDAP Server Name

Service User Name

Service User Password

Forms - Standard level of access for the eCase application.

Single Sign On - Allows the user to automatically log into eCase
without being prompted for login credentials.

eAuthentication - An authentication service provided by one
remote server to other distributed servers, on the Internet or
an intranet; users must submit requests to obtain login/logout
credentials.

Database - Login credentials will be verified and stored in the
eCase database;

this is the default option.

LdapMembership Provider - Login credentials will be verified
and stored on the domain where LDAP server is located.

The name of the LDAP server.

The identifier given to a user that has access to the LDAP
server; entered as

Server name\User Name.

The security credential associated with the Service User.
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Two Factor Check the Two Factor Authentication check box, which

Authentication requires users to submit the client certificates along with login
and password. It shows when Sign On Mode is forms
authentication.

When checked, configure 11S to use SSL for eCase web
application and select

“Require” option for client certificate settings. Additional
configuration steps required are explained in section - “PIV
Certificates as Two Factor Authentication”

Client Cert Subject Fields Specify the keys (For example: CN, OU, O) in client certificate
subject for two-factor validation. These key values are
compared with Authentication ID field for the user.

2. Click Save. A message window appears.

o Do youwant to change the Sign-0On Mode?

3. Click Yes to change the Sign-On Mode. A confirmation message appears.

o Sign-On Mode has been changed successfully.

4. Click OKto close the message.
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5. Click CLOSE to exit the eCase DATABASE CONFIGURATION window.
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PIV Certificates as Two Factor Authentication

Please follow the instructions in this document to configure eCase Two Faction Authentication
with PIV Card. Some organizations may require to have a different server for all PIV challenges
that is different from application server then it is required to setup second IS server. In second
[1S server, do NOT install eCase application. In this document, PIV Server (Second Server) is
optional, it is required only when your organization policy requires to have a dedicated server.
You should ignore PIV Server (Second Server) sections in this document when you are
configuring with Single Server option.

In this document Steps 1, 2 and 3 are same for Single Server and Two Servers configurations.
Step 4.ais for single server configuration, Steps 4.b, 5 and 6 are for Two Server configuration.

System Requirements for PIV Server (Second Server - Optional]

e Windows 2016 Server with IS 8.5 server

e Install URL Rewrite and ARR IIS Modules. You can download these extensions from
Microsoft web sites. Try these links: https://www.iis.net/downloads/microsoft/url-
rewrite, https://www.microsoft.com/en-us/download/details.aspx?id=47333

Please contact support@opexustech.com if you need any more information or if you face any

problems with hotfix installation.
Step 1: Take Database backup

1. Access eCase database server.

2. Open Microsoft SQL Server Management Studio.
3. Right-click on eCase database and take backup.
4. Once completed, proceed to Step 2.

Step 2: Install the latest Service Pack (if not applied]

Access the application server where eCase is installed Administrator.

Copy the “eCase v10.1 Service Pack”.

In the main root of the folder, run Hotfix.exe as Administrator as shown below.
Provide the Backup location to take the backup of the Files.

Click Apply.

Confirm that eCase database is backed up.

Installation wizard runs.

© NO Uk wWwDh PR

Once Hotfix is installed successfully, click OK.


https://www.iis.net/downloads/microsoft/url-rewrite
https://www.iis.net/downloads/microsoft/url-rewrite
https://www.microsoft.com/en-us/download/details.aspx?id=47333
mailto:support@opexustech.com

Appendix A: Sign-On Mode Configuration

9. Proceed to Step 3.
Step 3: Install PIV Card Authentication Hotfix

1. Access the application server where eCase is installed as Administrator.

2. Please add the following entries to the web.config file located in eCase installed
directory: C:\Program Files\ECase\eCase

<location path="Banner/Disclaimer.aspx">
<system.web>
<authorization>

<allow users="?"/>
</authorization>
</system.web>

</location>

<location path="NoPIV.aspx">
<system.web>
<authorization>

<allow users="?"/>
</authorization>
</system.web>

</location>

Thereafter, run eCase Database Configuration Tool as Administrator.
Select eCase for under Application/Service.

Click Save.

Go to Sign-On Mode tab.

Check the Two-Factor Authentication and provide subject given from the SSL
Certificate.

8. Click Save.

No ko

Step 4.a: Install SSL Certificate and Configure IIS (Single Server
Option]

1. Install Server Certificate into IIS and configure bindings for HTTPS on eCase Application
Server.
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2. Openthe llS, and configure the following settings:

[ @ Default Web Site »

Appendix A: Sign-On Mode Configuration

|45 - 4 g

A =R ) = C aw o Y oV =]

b sspnet chent NET NET  NETEmor  .NET  .NETProfile .NETRoles .NETTrust .NETUsers Application Connection MachineKey Pagesand Providers Session State SMTP E-mail
Authorizat.. Compilation  Pages  Globalization Levels Settings Strings Controls

b Admin IS

p App Data £ e o o - P

d 9 94 o @ B & @ & @ » M ¢ =8

¥ *';'“I s Authentic... Authorizat.. Compression Default  ErorPages Failed Handler HTTP HTTP logging MIMETypes Modules  Output  Request [BSL Setting

b-E3 CollabEdit Rules Document RequestTra.. Mappings  Redirect  Respon... Caching Filtering

p [ Content

b - Controls Management

b1 Corres =

3. Clickon SSL

- |2 |18
5 Start Page
4 ‘j INVCOTSDEV (INVCOTSDEV\A
) Application Pools
4@ Sites
4 € Default Web Site
p -] aspnet_client
4.V eCase
i p-] Admin
b - App_Data
b -._| Banner
b -] bin
p - CollabEdit
p - Content

4, ResetllS.

option above.
SSL Settings

This page lets you modify the SSL settings for the content of a website or application.
[¥] Require SSL I

Client certificates:

O Ignore

D Accept

Step 4.b: Install SSL Certificate and Configure 1IS (Two Servers

Option]

1. Install Server

Server.

2. OpenthellS, and configure the following settings:

[ @ Default Web Site i ]

Certificate into IS and configure bindings for HTTPS on eCase Application

|44 = Y

" =%y =gy =i ab g S wm o )
Do aspnet chent NET NET NET Error NET  .NETProfile .NETRoles .NETTrust .NETUsers Application Connection MachineKey Pagesand Providers Session State SMTP E-mail
Authorizat.. Compilation  Pages  Globalization Levels Settings  Strings Controls
b Admin s x
3 App Data = e s = - = " =
i=n g 2 ey H L 3] & - =
2 % 4 o @3 B S 2 € @ F M P g
% """ i Authentic... Authorizat.. Compression Default  ErorPages  Failed Handler HTTP HTTP logging MIMETypes Modules  Output  Request [ISSL Setting
b-E& CollabEdit Rules Document Request Tra.. Mappings  Redirect  Respon.. Caching  Filtering
3 Content
3 Controls Management R
b1 Corres =

3. Click on SSL option above.

=)

61



Appendix A: Sign-On Mode Configuration

File  View Help

- ~ SSL Setti
L] | etings
2- |28 - 9
H"? start Page e This page lets you maodify the 551 settings for the content of a website or application
v a_—'_] CA-ECASE2016 (QA-ECASE2016\Administrator) .
‘;‘ Application Pools Require 551
e Stes . Client certificates:
v &3 Default Web Site
[ aspnet_client ®) Ignore
v-? eCase O Accept
- “ Admin O Require
» [ App_Data
-] Backup
.| Banner
<] bin
-] CollabEdit

4, ResetllS.

Step 5: Install SSL Certificate and Configure IS (Two Servers
Option]
1. Install Server Certificate into IIS and configure bindings for HTTPS on PIV Server.

2. OpenthellS, and create a new web site with name URLRewrite with HTTPS binding
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Add Web Site 21x]

Site name:

Application pool;
[URLRevrite |URLRevrite Select... |
—Conkenk Direckory
Pheesical path:

IC:'I,inetpuI:u'l,LlRLRewrite

Pass-through authentication

Conneck as... | Test Settings. ..

L

35L certificate:

* ,8ins. com

— Binding
Twpe: IP address: Port:
Ihttps j IF'.II Unassigred j |443
Host name:

View, ., |

¥ Start web site immediately

[ o |

Cancel

3. Configure the SSL Settings and URL Rewrite rules as follows:
1| &] Sites

G- Default weh Sike _&,ﬁ- A G O g‘f
- URLRewrite e = ' : LEW
1-551 Server Farms POMET MET JMET Errar MET MET Profile  JMET Trust Application
sdwuthorization:  Compilation Pages Globalization Levels Settings
) — [
W w & [E
Connection  Machine Key  Pages and  Session Skate  SMTP E-mail
Strings Contrals
IIS

L =

Authentication  Authorization

g .

Compression Default
Rules Document
= Ty, & o B
=0 @ — .{' o
Handler HTTP Redirect HTTP IP Address
Mappings Respo
i o -
i - FES
o F e o=
Maodules Qukput Request
arhinn Filterinn

Directary
Erowsing

&

I5AFI Filters

&
a04 o]
Error Pages Failed Request

Tracing Rules

s
Logging

MIME Types

=

URL Rewrite
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4. Setthe SSL Settings and Apply:

g SSL Settings

This page leks wou modify the S50 settings For the content of a YW
i Fequire 551
Client certificates:

- Ignare

™ Accept

g Require

5. Add a Rewrite rule with Request Blocking template to abort application related traffic,

except Images and Disclaimer.aspx. Configure the URL blocking rules as shown below.
Please make sure type, patterns and
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q Edit Inbound Rule

RequestBlockingRulel &)
Match URL )
Requested URL: Using:
Matches the Pattern ~ Wildcards e
Pattern:
* Test pattern...

I Ignore case I

Conditions -]

Logical grouping:

Match All
Input Type Pattern Add...
fURL} Does Mot Match the Pattern  */eCase/Banner/Disclaimer.aspx
fURL} Does Mot Match the Pattern  */eCase/lmages/™™ Edit...
Remove
Move Up
Move Down

[ Track capture groups across conditions

Server Variables U
Action o
Action type:
Abort Request w

6. Add a Rewrite rule with Reverse Proxy template to rewrite the traffic to application
server. Click on Add Rule and enter the application server name to forward request:
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Add Reverse Proxy Rules ? >

Inbound Rules
Enter the server name or the IP address where HTTP requests will be forwarded:

| eCaseAppserver

Example: contentserverl

[] Enable S5L Offloading
Selecting this option will forward all HTTPS requests over HTTP,

Cuthound Rules

[] Rewrite the domain names of the links in HTTP responses

Responses that are generated by applications that are behind a reverse proxy can have
HTTP links that use internal demain names. These links must be updated to use external
domain names.

From:

Exarnple: contentserver]

To:

Exarnple: www.contoso.com

QK Cancel

(1) Note that Request Blocking rule should be before Reverse Proxy rule. These rules will
ensure only PIV requests are sent to dedicate PIV server and all application requests are sent
to eCase Application server. Second server configuration provides the ability to monitor PIV
server traffic and ignore the application traffic.

7. Add a Rewrite rule with outbound blank rule template to rewrite the rewrite the
response redirect to eCase app server login.aspx. Click on Add Rule and enter the name
of the rule as ‘redirectoutbound’.

a. Select <Create New Precondition...> from the Precondition drop-down.
b. Click Add in the dialog that appears
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Enter {RESPONSE_STATUS]} in the Condition input field and 3[0-92][0-9] in the
pattern field. Click OK.

Select Server Variable from the Matching scope drop-down.

Enter RESPONSE_Location as the Variable name.

In the Pattern field enter regex: (.*)//(.*)/(.*)/(Login.*)

In the Action Value box enter the URL: https://<eCasehAppServer>/eCase/{R:4}
Click Apply

Outbound rule should look like as shown below
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Edit Outbound Rule

redirectoutbound

Precondition:

redir

Match

Matching scope:

Server Variable -

Variable name:

~| | Edit...

RESPOMNSE_Location

Variable value: Using:

Matches the Pattern w Regular Expressions

Pattern:
WV (Loging)

Ignore case

Conditions

Action

Action type:

Rewrite -

Action Properties

Value:

Test pattern...

|https 1/ /gqa-ecase20l6/eCase/ {R: ‘1}|

Replace existing server variable value

[] Stop processing of subsequent rules

All three rules should be in the order as shown below:
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URLRewrite » @ o @
. Actions
q URL Rewrite . )
Add Rule(s)...
) Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response. Revert to Parent
or, — L
Inbound rules that are applied to the requested URL address: Manage Server Variables
Name Input Match Pattern View Server Variables...
| RequestBlockingRulel URL path after '/ Matches * Manage Providers
| ReverseProxylnboundR..  URL path after /" Matches (] View Rewrite Maps...
View Providers...
Inbound Rules £

Import Rules...
Outbound Rules &

View Preconditions...

'@' Help

€ >

Outbound rules that are applied to the headers or the content of an HTTP response:

Name Input Match Pattern Action Type Action Value Stop
| redirectoutbound RESPOMNSE_Lo... Matches (X000 Rewrite https://qa-eca... False]

Step 7: Set the Banner Page location [Two Servers Option)

Run the following sqgl query in eCase database with proper PIV Server name to set the banner
page location:

Update EC_CONFIGURATION

SET CONFIG_VALUE="https://<pivservername>/eCase/Banner/Disclaimer.aspx’
where CONFIG_KEY='BannerPage'
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This section provides instructions for using the APPLICATION MAINTENANCE REPAIR
feature. Application maintenance should be performed on the application server and/or the

server where eCase components are installed.

The Repair feature automatically detects missing or corrupt files and copies the missing files or

copies the original damaged files into the registry and/or installation destination.

(') Note: Preferences stored in the registry may be reset to the default values.

1.
2.

6.

Right-click the SETUP.EXE file and select RUN AS ADMINISTRATOR.
Click Installation Pl Install eCase Application. The eCase APPLICATION SERVER window
appears.

Make sure the SET UP NEW eCase 10.6 APPLICATION option is enabled. Locate the
License Key file included with the setup CD if the license key is not already populated
then click CONTINUE.

The APPLICATION MAINTENANCE window appears with the MODIFY option selected.
Select REPAIR then click

NEXT.
B eCase Setup >
Modify, Repair or Remove installation
Select the operation you wish to perform. o
AINS
Modify

=
j@ Allows users to change the way features are installed.

Repair

‘ﬂ@ Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortouts and registry entries.

Remove
3' Removes eCase from your computer.

< Back Mext = Cancel

The READY TO REPAIR THE APPLICATION window appears. Click Repair to continue.
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7 eCase Setup >
Repair eCase
The Setup Wizard is ready to begin the repair of eCase. il
AINS

Click "Repair™ to repair the installation of eCase. If you want to review or change any of
your installation settings, dick "Back”. Click "Cancel” to exit the wizard.

7. The UPDATING SYSTEM window appears and begins the process of repairing and
installing components.

%) eCase Setup .
Repairing eCase
v
AINS

Please wait while the Setup Wizard repairs eCase. This may take several minutes,

Status: Copying new files
I

8. The following window appears after the update has completed. Click FINISH to exit the
SETUP WIZARD.
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L?' elase Setup

@CASE

Completing the eCase Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.
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Cleanup

Cleanup Utility

The CLEANUP utility allows users to remove folders, case and application types, choice lists, and

documents from the eCase application. To access the utility, follow the steps below:

1. Click Start > All Programs > ECase.

2. Right-click on eCase CONFIGURATION and select RUN AS ADMINISTRATOR . The

eCase CONFIGURATION window appears.
3. Click the CLEANUP tab.

(1) Note: Cleanup is applicable only when a new Repository is configured.

=)

eCase Configuration

Cleanup | Expert Folders

(= =

\j Select an option from the available list to perfform a cleanup.

Cleanup Types

® Folder Cleanup

(0 Case Type Cleanup

() Mpplication Type Cleanup
(O Choice List Cleanup

O Documents Cleanup [Select Document Type]

Mext

Close
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Folder Cleanup

This option will remove folders and data from the eCase application. Because FOLDER
CLEANUP is the first option it is also the default option.

1. Click NexT.
2. Select one of the options outlined in Table O-1 then click Nexr.

(1) Note: This tool will not copy the folders and its related document data.

Folder ID The unique identifier for a folder.

Received Between The beginning and ending dates a task/case was received.

Closed Between The beginning and ending dates a task/case was closed.

Case Types The type(s) of requests or documents related to cases/tasks.

Application Types The type(s) of requests or documents related specifically to the
application.
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Cleanup | Export Folders

Select folders to delete.
¥

Folder details

@ Folder ID

O Received between  [01/08/2016 | [o1/08/2018

O Closed between ~ [01/08/2016 | [p1/0as2016

) CaseTypes

Service Request

O Application Types Help Desk

Naote:  Enter valid folder 1D to delete.
To delete all folders, type ~in the Folder |D text box.

4. Click CLEANUP to remove the folder and data contained in the folder.

Cleanup | Export Folders

Cleanup

Click on the Cleanup button to start the cleanup process.
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5. Click Yes on the verification message to proceed with the cleanup.

eCase Cleanup 5

You have selected to run the Database Folder Cleanup. Do you want to
continue?

| Yes | | No |

6. The CLEANUP tab changes to display messaging regarding the cleanup process.

7. The following message appears once the cleanup process has ended. Click OK to close the
message.

Case Type Cleanup

This option removes Case Types from the eCase application.

3. Select the CASE TYPE CLEANUP option then click NEXT.

i eCase Configuration = || = -
Cleanup | Export Folders

\’) Select an option from the available list to perform a cleanup.

Cleanup Types

(0 Faolder Cleanup

(® Case Type Cleanup

(0 Application Type Cleanup

) Choice List Cleanup

) Documents Cleanup | [Select Document Typel

| Next | | Close

4. Select from the available list then click Nexr.
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Cleanup | Export Folders

gfg Select case type to delete.

Case Type details

Case Types

5. Click CLEANUP to clear the selected case types from the application.

Cleanup | Export Folders

Cleanup

Click on the Cleanup button to start the cleanup process.

6. Click Yeson the verification message to proceed with the cleanup.
7. The CLEANUP tab changes to display messaging regarding the cleanup process.

2
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8. Click OKto close the message.
Application Type Cleanup

This option removes Application Types from the eCase application.

1. Selectthe APPLICATION TYPE CLEANUP option then click NEXT.

= eCase Configuration == -
Cleanup | Export Folders

J Select an option from the available list to perform a cleanup.

Cleanup Types

() Folder Cleanup

(D) Case Type Cleanup

® Application Type Cleanup

() Choice List Cleanup

(O Documents Cleanup [Select Document Type]

| Mext | | Close

2. Select from the available list then click NEXT.
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Cleanup | Bxport Folders

@ Select case type to delete.

Case Type details

Case Types Service Regques

3. Click CLEANUP to delete the selected Application Type.

Cleanup | Export Folders

Cleanup

Click on the Cleanup button to start the cleanup process.

4. Click Yes on the verification message to proceed with the cleanup process.
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eCase Cleanup 5

You have selected to run the Database Folder Cleanup. Do you want to
continue?

| Yes | | Ne |

5. The CLEANUP tab changes to display messaging regarding the cleanup process

6. A confirmation message appears once the cleanup process has ended. Click OK to close
the message.

Choice List Cleanup

This option removes Choice List(s) from the eCase application.

1. Select the CHOICE LIST CLEANUP option and click NEXT.

= eCase Configuration -0 -
Cleanup | Bxport Folders

\j Select an option from the available list to perform a cleanup.

Cleanup Types

O Folder Cleanup

(O Case Type Cleanup

O Application Type Cleanup

® Choice List Cleanup

) Documents Cleanup [Select Document Type]

| Next | | Close |

2. Make aselection from the available list then click NEXT. Use the <Shift> or <Ctrl> keys

to make multiple selections.
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Cleanup | Bxport Folders

@ Select choice liststo delete.

Choice List

Choice List ID Choice List Name
Delivery Mode
Received Mode
File Code
(Office

3. Click CLEANUP to delete the selected choice list.

b

Cleanup | Export Folders

Cleanup

Click on the Cleanup button to start the cleanup process.

Back | [ Viewlog | [ Geenp || Close

Click Yes on the verification message to continue with the cleanup process.

The CLEANUP tab changes to display messaging regarding the cleanup process
The following message appears once the cleanup process has ended. Click OK to close
the message.
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Documents Cleanup

This option removes Documents from the eCase application.

1. Select the DOCUMENTS CLEANUP option. The list box is enabled.

= eCase Configuration == -
Cleanup | Export Folders

\3 Select an option from the available list to perfform a cleanup

Cleanup Types

) Folder Cleanup

() Case Type Cleanup

) Application Type Cleanup

() Choice List Cleanup

®) Documerts Cleanup |[Salect Document Type] v

2. Select for the type of document to remove then click NEXT.

R eCase Configuration == -
Cleanup | Export Folders

\j Select an option from the available list to perfform a cleanup

Cleanup Types

() Folder Cleanup

) Case Type Cleanup

) Application Type Cleanup

() Choice List Cleanup

® Documents Cleanup |[Se|eq Document Type] v|
Select Document Type]

Discussion Threads

3. Click CLEANUP to delete the selected document.
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o eCase Configuration = | = -
Cleanup | Export Folders

Cleanup

Click on the Cleanup button to start the cleanup process.

Back | | View Log | | Cleanup || Close

Click Yes on the verification message to proceed with the cleanup process.
The CLEANUP tab changes to display messaging regarding the cleanup process

The following message appears once the cleanup process has ended. Click OK to close
the message.

Export Folders

The EXPORT FOLDERS feature provides the user with the capability to transfer folders and
attachments into the eCase

system based on search criteria. Large quantify of folders can be exported by batch into the
system by compressing the folders and its contents into a ZIP file.

1.
2.

Click Start > All Programs > eCase.

Right-click on eCase CONFIGURATION and select RUN AS ADMINISTRATOR. The
eCase CONFIGURATION window appears.

Click the EXPORT FOLDERS tab.

Select search criteria from the drop-down list and enter the name of the ZIP file in the
available field.
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% eCase Configuration =] B3

 Configure Repository | Cleanup  Export Folders I

'@ Select a Search Criteria and give the Zip File Information to export the folders.
=y
<O

i~ Search Criteria

Search Criteria Dpen Reviews 3
[~ Zip File Information
Zip File Name IDpen Reviews 2012

File Location IC:\eCase Documentation\Open Reivews

— Progress
Total Folders:

Exporting...

l

View Log | Export Close

5. Click BROWSE. The BROWSE FOR FOLDER window appears. Select the location to
store the ZIP file then click OK.

Browse For Folder m

Path for exporting folders

# & Administrator -
=18 Computer
[+ 4 Floppy Disk Drive (A:)
= ::, Local Disk {C:)
2. 1b7d711351b9977c241f3e74
4. ab6addceb1Sbe3af92a4cs66

[+ ATIPXpress b
[+ ATIPXpress Backup

® eCase Backup

= eCase Documentation

2. f09bB5942163ceS15¢c
¥ FOIAXpress Y.

Make New Folder I OK I Cancel

6. Click Export to continue. A verification message appears indicating the amount of
folders to be exported.
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eCase Configuration

\0' There are 240 folders, Do you want to continue?

7. Click Yes to begin exporting folders to the designated destination. The eCase
CONFIGURATION window changes to display the progress of the export.

&% eCase Configuration M= B3
' Configure Repository | Cleanup ~ Export Folders l

,@_' Select a Search Criteria and give the Zip File Information to export the folders.
<o
[~ Search Criteria
Search Criteria a_ciiteria L]
[~ Zip File Information
Zip File Name |search creteria
File Location |I::\Users\instaII.AlNSINDIA\Desklop Browse..
[~ Progress

Total Folders: 240

Exzporting... 52

I

View Log I Export I Close

8. A confirmation message appears once the export is completed.

'0'\ Folders exported to the selected location as a zip file.

9. Click OK to close the message and return to the EXPORT FOLDERS tab.
10.Click Close to exit the eCase CONFIGURATION utility.
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This section provides instructions on uninstalling the eCase Application from the application

server.

Uninstalling the eCase Application

The eCase application can be uninstalled manually or by using the eCase SETUP WIZARD. If

you attempt to uninstall the application using the setup wizard, it will automatically detect the
previous installation and redirect you to uninstall the application. The uninstall process occurs

on the application server.

(1) Note: To manually uninstall the application click Start > All Programs > Control Panel >

Programs and Features. Select eCase then click UNINSTALL. The application will be removed

from the server.

1. Double-click the eCase > Server folders.

2. Right-click on the SETUP.EXE file and select RUN AS ADMINISTRATOR.

3. Click Installation > Install eCase Application. The eCase APPLICATION SERVER window

opens with the SET UP NEW eCase 10.6 APPLICATION option selected.

27 eCase Application Server

License Key:

Select option

(® Setup new eCase application v11.0.0

Itis recommended that you back up the existing database
before running the Upgrade option

Continue Cancel

X

L]

4. Locate the LICENSE KEY file included with the setup CD if the license key is not already

populated then click CONTINUE.

(1) Notes:

2
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To avoid manual selection of the license key make sure the license key file is in the same

folder as the SETUP.EXE file.

If a previous version of eCase already exists a verification message will appear. Click Yes to
uninstall the previous version of the application or click NO to exit the uninstall process.

The WINDOWS INSTALLER window appears briefly. After several seconds the eCase SETUP
window appears with MODIFY selected as the default.

) eCase Setup

P
i,

Modify, Repair or Remove installation
Select the operation you wish to perform.

Modify
Allows users to change the way features are installed.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries.

Remove
Removes eCase from your computer.

< Back Mext >

AINS

Cancel

5. Select REMOVE and click NEXT. The eCase UNINSTALL window appears.

5% eCase Setup

3

Modify, Repair or Remove installation
Select the operation you wish to perform.

Modify
Allows users to change the way features are installed.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries.

Remove
Removes eCase from your computer.

< Back Mext =

v
AINS

Cancel

s

6. Review the information on the window then click NEXT. The UPDATING SYSTEM

window appears.

7. Click FINISH to close the eCase SETUP window once the application is uninstalled.
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Appendix D: eCase Uninstallation

%) eCase Setup ot

* Completing the eCase Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

(!") Notes:

The SETUP WIZARD may detect services that are actively running on the server. When this
occurs a message window will appear indicating so. Select the appropriate action to close the
message window to resume the uninstallation process.

It is highly recommended not to interrupt the Updating System process. If you must, click
CANCEL

The eCase SETUP window will appear. Review the information before proceeding then click
EXIT

SETUP to stop the uninstall process or RESUME to continue with the uninstallation.

Exiting the uninstall process while the system is updating will not remove the entire
application. You must restart the uninstall sequence of steps to completely remove the
application from the server.



Appendix E: Un-installation Steps for eCase

Add-on Modules

Uninstall eCase OCR Components

To uninstall eCase OCR Components, follow the steps below.

1. Open Server folder.
2. Run the Setup.exe as Run as administrator.

©CASE

E Help u Help
Installation

E System Requirements Manual
E Configuration Read the Product System Reguirements Manual.

Server Installation Manual

Read the Product Installation Manual.

IEI Prerequisites Installation Manual

Read the Product Prerequisites Manual.

E Release Motes

Read the Product Release Notes,

H Application Upgrade Manual
Read the Product Upgrade Manual.

A Product of AINS, Inc.
http://www.ains.com

3. Click on Installation and click on Install eCase OCR Components.
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GCASE T

Help 2 Installation
Installation

E Install eCase Application

E Configuration Installs eCase Application and reguired components.

4 Install eCase PDF Editor

Installs eCase PDF Editor and required components.

! Install eCase OCR Components

Installs eCase OCR Components and required components.

7 Install eCase Document Review Management

Installs eCase Document Review Management and required components.

A Product of AINS, Inc.
http://www.ains.com

4. Click Yes to continue.

OCR Service Setup

This will install QCR. Service into your system, Do you want to continue?

ﬁ eCCase OCR Components Setup x

s Welcome to the eCase OCR
@CASE Components Setup Wizard

The Setup Wizard will allow you to change the way eCase
OCR Components features are installed on your computer or
even to remove eCase OCR Components from your
computer, Click Mext™ to continue or "Cancel” to exit the
Setup Wizard,

5. Application Maintenance screen will prompt. Select Remove and click Next.

90



6. Click Next.

Appendix E: Uninstallation for Add On Modules

ﬁ eCase OCR Components Setup

Modify, Repair or Remove installation

Select the operation you wish to perform.

Modify
Allows users to change the way features are installed.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries.

Remove
Removes eCase OCR Components from your computer,

Advanced Installer
< Back Mext = Cancel

ﬁ eCase OCR Components Setup

Remove eCase OCR Components

You have chosen to remove the program from your computer,

Click "Remove”™ to remove eCase OCR. Components from your computer. If you want to
review or change any of your installation settings, dick "Back™. Click "Cancel” to exit the
wizard.

Advanced Installer

Remove Cancel

7. Uninstallation is in progress please wait.
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8. Click Finish.

Appendix E: Uninstallation for Add On Modules

i‘é‘- eCase OCR. Components Setup !El E
Updating 5yztem |
The features you selected are currently being uninztalled. F_a -»
| S |

Remowving files...

File: R_FRE.DAT
Directory. C:\Program Filez [«86]%4IMS eCaze\SchedulerOCH
Components'

Time remaining: 1 seconds

wise Inatallation \wizard [F]

ﬁ elCase OCR Components Setup

» Completing the eCase OCR
CASE Components Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

[=1]
1]
[l
-~
1
2.
(@]

o

ncel
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Appendix E: Uninstallation for Add On Modules

Uninstall eCase POF Editor

To uninstall eCase PDF Editor,follow the steps below.

1. Open Server folder.
2. Runthe Setup.exe as Run asadministrator.

©CASE

Help n Help
E Installation

E System Requirements Manual
E Configuration Read the Product System Requirements Manual.

Server Installation Manual
Read the Product Installation Manual.

m Prerequisites Installation Manual

Read the Product Prerequisites Manual.

E Release Motes
Read the Product Release Notes.

H Application Upgrade Manual
Read the Product Upgrade Manual.

A Product of AINS, Inc.
http://www.ains.com

3. Click on Installation and click on Install eCase PDF Editor.
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Appendix E: Uninstallation for Add On Modules

@ CAS E . o
elp k=l Installation
E Installation
E Install eCase Application
E Configuration Installs eCase Application and required components.
4 Install eCase PDF Editor
Installs eCase PDF Editer and required components.
E Install eCase OCR Components
Installs eCase OCR Components and required components.
7 Install eCase Document Review Management
Installs eCase Document Review Management and required components.
A Product of AINS, Inc.
http://www.ains.com
45 PDFEditor Setup X

* Welcome to the PDFEditor
Setup Wizard

The Setup Wizard will allow you to change the way PDFEditor
features are installed on your computer or even to remaove
PDFEditor fram your computer. Click "Mext™ to continue or
"Cancel” to exit the Setup Wizard.

4. Application Maintenance screen will prompt. Select Remove and click Next.
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17 PDFEditor Setup

Modify, Repair or Remove installation
Select the operation you wish to perform.

Modify
Allows users to change the way features are installed.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortouts and registry entries.

Remove
Removes PDFEditor from your computer.

Advanced Installer
< Back et =

Cancel

5. Click Next.

# PDFEditor Setup

Remove PDFEditor

You have chosen to remove the program from your computer,

Advanced Installer

Click "Remove” to remove PDFEditor from your computer, If you want to review or
change any of your installation settings, dick "Badk". Click "Cancel” to exit the wizard.

Cancel

6. Uninstallation is in progress please wait.
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Appendix E: Uninstallation for Add On Modules

15 PDFEditor Setup

AlIN

Removing PDFEditor

S

Please wait while the Setup Wizard removes PDFEditor. This may take several
minutes.,

Status: Removing backup files

Advanced Installer

< Back Mext =

7. Click Finish.

1 PDFEditor Setup

* Completing the PDFEditor
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel
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Appendix F: Troubleshooting

Syntax error while accessing the Folder Tabs

Problem:

Why is a Syntax error being observed while accessing the Folder Tabs?
Solution:

Reset Internet Explorer settings to their default condition.

Toreset INTERNET EXPLORER settings follow these steps:

1. Exitall programs, including INTERNET EXPLORER (if it is running)

2. Click START, type inetcpl.cp/and press ENTER. The INTERNET OPTIONS dialog box
appears

3. Click the ADVANCED tab.
4. Under RESET INTERNET EXPLORER settings, click RESET. Then click RESET again.

5. When Internet Explorer finishes resetting the settings, click CLOSE in the RESET
INTERNET EXPLORER SETTINGS dialog box.

6. Start INTERNET EXPLORER again.

Failed to decrypt using provider
'RsaProtectedConfigurationProvider"

Problem:

Failed to decrypt using provider 'RsaProtectedConfigurationProvider'. Error message fromthe
provider: The RSA

key container could not be opened.
Solution:
Execute acommand to provide the AppPool account of eCase.

1. Open Command prompt

2. Goto C:A\WINDOWS\Microsoft.NET\Framework\v2.0.50727

3. Execute aspnet_regiis -pa "NetFrameworkConfigurationKey" "Network Service" by
providing the
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4. AppPool account of eCase.

* Network Service is the AppPool account of eCase if the AppPool account is Winbows Domain
User account, you have to provide like DOMAIN\UserName.

In case the issue persists even after following the above-mentioned procedure, provide the Read,
Read & Execute, and List Folder Contents permissions for the Network Service User to inherit
the permissions from the parent to all its child objects on the following Path.

C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys
Default NTFS Permissions and User Rights for IIS

For default NTFS File System Permissions and User Rights for IS, please refer to the link
https://support.microsoft.com/en-us/help/981949/description-of-default-permissions-and-
user-rights-for-iis-7.0-and-later

Unable to install application by someone other than
Initial Installer

Problem:

A user wants to perform a fresh installation of the application and removes the previous
installation using the

Control Panel, Programs and Features Uninstall function. Once the application is removed a
warning message appears when attempting to re-install the application: “ eCase application
version (x.x.x.x) has been initially installed by a different user. Please log out and re-login with
the aforementioned user account to continue with the installation of version x.x.x.x.” (‘'x’
represents the version number)

Solution:
Manually remove the following keys from the registry:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\UserDat
a\S-1-5-21-

1522637160-2486600271-3587380157-
4220\Products\3079D6522DDCB1541B9F9E2910894CB7
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HKEY_LOCAL_MACHINE\SOFTWARE\Wowé6432Node\Microsoft\Windows\CurrentVersion\
Uninstal\{256D9703- CDD2-451B-B1F9-E9920198C47B}

Error uploading large attachments

Problem:

Error while uploading large files as attachments into eCase

Error: System.Net.WebException: The remote server returned an error: (404) Not Found.

Solution:

Follow the steps below to resolve the issue.

1.

ok whbd

Open IIS Manager by selecting Start > All Programs > Administrative Tools > Internet
Information

Services (IIS) Manager.

Expand the Server node > Sites > Default Web Site and select eCase.

In FEATURE VIEW, double-click REQUEST FILTERING.

In the ACTIONS pane, click EDIT FEATURE SETTINGS....

In EDIT REQUEST FILTERING SETTING window, change the value of Maximum
allowedcontent length (Bytes).By default, 30 MB is the size. You can increase to your
desired value. Example: Change the value to

52428800, then application will support up to 50 MB.
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Edit Request Filtering Settings 7 x|

—General
¥ allaw unlisted file name extensions
¥ allaw unlisted werhs
V¥ allow high-bit characters
™ allow double escaping

— Request Limiks

Maximum allowed content length (Brtesh:
[30000000

Maximum URL length (Bwtes):
[4036

Maximurn guery string (Bybes):
[z048

[a]'4 I Cancel

(1) Note: Please restart IIS after you make the required changes.
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