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Notice of Rights  

Copyright © 2024, OPEXUS, LLC d/b/a OPEXUS. All rights reserved. No part of this publication may be 

reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language, in any form or 

by any means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission of 

the publisher: OPEXUS, LLC. For information on obtaining permission for reprints and excerpts, contact 

info@opexustech.com.  

Additionally, all copyrights, confidential information, patents, design rights and all other intellectual property 

rights of whatsoever nature contained herein are, and shall remain, the sole and exclusive property of the 

publisher.  

Notice of Liability  

The information in this publication is believed to be accurate and reliable. However, the information is distributed 

by the publisher (OPEXUS, LLC.) on an “As Is” basis without warranty for its use, or for any infringements of 

patents or other rights of third parties resulting from its use.  

While every precaution has been taken in the preparation of this publication, neither the author (or authors) nor 

the publisher will have any liability to any person or entity with respect to any loss or damage caused or alleged to 

be caused, directly or indirectly, by the information contained in this publication or by the computer software and 

hardware products described in it.  

Notice of Trademarks  

The publisher’s company name, company logo, company patents, and company proprietary products are 

trademarks or registered trademarks of the publisher: OPEXUS, LLC. All other trademarks or registered 

trademarks are the property of their respective owners.  

Non-Disclosure Statement  

This document’s contents are confidential and proprietary to OPEXUS, LLC. This document cannot be released 

publicly or outside the purchasing agency without prior written permission from OPEXUS, LLC.  

Images in this manual are used as examples and may contain data and versioning that may not be consistent with 

your version of the application or information in your environment. 

Additional Notice  

Information in this documentation is subject to change without notice and does not represent a commitment on 

the part of OPEXUS, LLC.  

Notwithstanding any of the foregoing, if this document was produced as a Deliverable or other work for hire 

under a contract on behalf of a U.S. Government end user, the terms and conditions of that contract shall apply in 

the event of a conflict. 
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1 AI Assistant with AWS Comprehend 

The ATIPXpress AI Assistant now integrates with AWS Comprehend to create powerful AI 

redaction templates. Designed to simplify the redaction of sensitive information, these 

templates harness the power of artificial intelligence to automate and enhance the redaction 

process.  

1.1 About AWS Comprehend 

AWS Comprehend is a natural language processing service. Using AWS Comprehend-powered 

templates, you can automatically identify: 

▪ Entities: Real-world objects such as people, places, dates (applicable to documents in any 

language) 

▪ Personally Identifiable Information (PII): Textual references to personal data that could be 

used to identify an individual (Available for English and Spanish language documents) 

 

1.2 About the ATIPXpress AI Assistant 

The ATIPXpress AI Assistant uses AI Redaction Templates to consistently identify PII and other 

sensitive text in documents and highlight or redact automatically. Permissioned users can create 

and edit templates tuned to locate specific words or phrases, named entities, personal pronouns, 

and user-defined patterns.  

Users in turn can apply these templates to documents, automatically identifying the selected 

information and highlighting and redacting as defined in the template. 

The AI Assistant is an add-on feature for ATIPXpress and requires a license to use. 
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2 Creating Templates Using AWS 

Comprehend 

To create a redaction template using AWS Comprehend: 

1. Navigate to the AI Redaction Templates configuration (Administration > Document 
Management > AI Redaction Templates) and click New to create a new template: 

 

2. From the New AI Redaction Template screen, select the AWS Comprehend radio button: 

 

Note: Templates can only use either Core NFP or AWS Comprehend.  

3. The screen refreshes to show a new set of redaction options for AWS Comprehend. There 
are sections for (A) Entities (Aws Comprehend) and (B) PII (Aws Comprehend PII): 
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4. Use the checkboxes to select items to identify using AWS Comprehend, as well as action 
(Redaction, Highlight, Strikethrough), redaction code, and color.  

5. Once you’re done configuring the template, click Save at the bottom of the screen to save 
the new (or edited) template. 

 

See the AI Redaction Templates section of the User & Administrator Manual for a deeper dive 

into creating templates. 

 

https://docs.opexustech.com/docs/foiaxpress/11.7.0/foiaxpress/usermanual/Help.htm?#t=Reaction_Templates.htm
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3 What AWS Comprehend Can Do 

See the following subsections for details on the type of information AWS Comprehend can 

locate to assist with document review and redaction. 

3.1 Entities 

Entities represent real-world objects such as people, places, dates, and more. Each entity is 

associated with a confidence score indicating the accuracy of its detection. You can use AWS 

Comprehend to identify and redact entities in any language text document, including the items 

in the following table: 

Entity Description 

Date Refers to a full date, day, month, or time 

Event Denotes an event like a festival, concert, or election 

Location Identifies a specific place such as a country, city, or building 

Organization Represents large entities like governments, companies, or sports 

teams 

Person Represents individuals, groups, nicknames, or fictional characters 

Quantity Denotes a quantified amount like currency, percentages, or numbers 

Title Refers to official names given to creations or creative works such as 

movies, books, or songs 

Commercial Item Represents a branded product 

Other Categorizes entities that don't fit into the other predefined types 
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For more about Entities, see the following resource from AWS: 

https://docs.aws.amazon.com/comprehend/latest/dg/how-entities.html 

3.2 PII 

You can use the Amazon Comprehend to detect personally identifiable information (PII) in 

English or Spanish text documents. PII is a textual reference to personal data that could be 

used to identify an individual. PII examples include addresses, bank account numbers, and 

phone numbers. 

The available PII to add to AI Redaction Templates include: 

Entity Description 

Address Physical address including street, city, state, and country 

Email Email address 

Int Bank Account Number Bank account number format 

IP Address IPv4 address 

License Plate Vehicle license plate number 

MAC Address Network interface controller identifier 

Password Alphanumeric string used as a password 

Phone Phone number including fax and pager numbers 

Pin Four-digit personal identification number 

Swift Code Bank Identifier Code for money transfers 

URL Web address 

https://docs.aws.amazon.com/comprehend/latest/dg/how-entities.html
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Entity Description 

Username User account identifier 

Vehicle Identification Unique vehicle identifier (VIN) 

Credit Debit CVV Three or four-digit card verification code 

Credit Debit Expiry Expiration date of credit or debit cards 

Credit Debit Number Credit or debit card number 

Date Time Date and time information 

Driver ID Driver's license number 

Age Individual's age with quantity and time unit 

Name Individual's name (excluding titles) 

Bank Account Num US bank account number 

Bank Routing US bank account routing number 

Passport Number US passport number 

TAX Identification Num US Individual Taxpayer Identification Number (ITIN) 

SSN US Social Security Number 

 

For more information about PII with AWS Comprehend, see the following materials from AWS: 

https://docs.aws.amazon.com/comprehend/latest/dg/pii.html  

https://docs.aws.amazon.com/comprehend/latest/dg/pii.html

