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1 About SAML Login and Proof of Identity
Configuration

The ATIPXpress SAML Login and Proof of Identity Configuration manual was created to assist
administrators when configuring the SAML Login and Proof of Identity Verification features. It
covers the following information:

e Azure AD Configuration: This section provides instructions on how to configure Single
Sign On (SSO) in Azure AD.

e Install and Configure ADFS Service: Consult this section for information on how to install
and configure the ADFS Service, as well as additional procedures which support this
process.

e PAL SAML Configuration: This section provides information on how to complete PAL
SAML Configuration, as well as Proof of Identity Configuration, and using the PAL SAML
Configuration Tool to create a PFX Certificate.



2 Azure AD Configuration

Complete the steps below for configuring Single Sign On in Azure AD:

1. Logintothe Azure portal and create an application for ATIPXpress (under Enterprise
Application), and Select Set up Single Sign On:

(1) Note: OPEXUS will provide the Identifier (Entity ID) and Reply URL (Assertion Consumer
Service URL) information prior to SAML configuration.
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3. Click Edit within the Basic SAML Configuration section.
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4. Enter the Entity ID that OPEXUS provided into the Identifier (Entity ID) field.
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Azure AD Configuration

Click the Default checkbox adjacent the Identifier field.

Enter the Reply URL that OPEXUS provided into the Reply URL field.
Click the Default checkbox adjacent the Reply URL field.

Click Save.
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5. Once complete, download the Federation Metadata XML and email it to your OPEXUS
Project Manager or Implementation Specialist.



3 Install and Configure ADFS Service

Ensure that ADFS is properly installed and that the Federation Service Properties are configured
as indicated in the following screenshot:

Federation Service Properties -

General | Qrganization | Everts |
Federation Service display name:
[DEV-ADFSD1 |

Example: Fabrikam Federation Service

Federation Service name:

|de1.r-adfsﬂ1 ains4nc.com |

Example: fs fabrikam.com

Federation Service identifier:
|I'rl'tps:ffdeu-adfsﬂ1 ainsdnc .com/adf ‘services Arust |

Bxample: hitp://fs fabrliam com/adfs/servicestrust
Web 550 Ifetime: (480 - minutes

b

| ok || Cancel || epi

The Federation Service Property Fields above utilize example values, however during installation
and configuration you should replace these values with information unique to your
organization.



Install and Configure ADFS Service

3.1 Add Relying Party Trusts

To create a new relying party trust for the ATIPXpress Application you must first install ADFS
Service for Server Roles. Follow the steps below to install ADFS Service and add Relying Party
Trusts.

1. Logintothe ADFS server and click AD FS Management within the Administrative Tools
application menu. The AD FS window appears.

2. Expand the Trust Relationship folder to display the Relying Party Trusts subfolder. Click
Relying Party Trusts.

p L Service
4 || Trust Relationships

_ Claims Provider Trusts

@elying Party Trusts

| Attribute Stores
p | Authentication Policies

IBBRB3BBRYY

3. Click Add Relying Party Trust... within the context menu. The Add Relying Party Trust
wizard appears.

e

Relying Party Trusts -
@ng Party Trust...

Add Non-Claims-Aware Relying...

View »
New Window from Here

@3 Refresh




4. Click Start.

»

Welcome

Steps
@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Install and Configure ADFS Service

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
consume claims in securty tokens that are issued by this Federation Service to make authentication and

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying

party and issues claims to &. You can define issuance transform nules for issuing claims to the relying party
after you complete the wizard.

i-:Prcvsous @ Cancel
— ——

5. Select the Enter data about the relying party manually radio button and then click Next.
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Install and Configure ADFS Service

v

Select Data Source

Steps

®P @ @ ©® ©@ ® © ®

®

Welcome

Select Data Source
Specify Display MName
Choose Profile
Corfigure Certfficate
Configure URL
Corfigure |dentifiers

Configure Muttifactor
Authentication Mow?

Choose lssuance
Authorization Fules

@ Readyto Add Trust

Finigh

Add Relying Party Trust Wizard -

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the refying party published online or on a local network

Use this option to import the necessary data and centficates from a relying party organization that publishes
its federation metadata online or on a local netwar.

Federation metadata address (host name or LURL):

Bxample: fs contoso .com or https:/fwww contoso com/app

() Import data about the refying party from a file

Use this option to import the necessary data and certficates from a refying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

m
d
[}
1 1]

(® Enter data about the relying party manually
Use this option to manually input the necessarny data about this relying party organization.

| < Previous | | Meod = | | Cancel

6. Enter ATIPXpress in the Display Name field and click Next.
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Install and Configure ADFS Service

Specify Display Name

Welcome Display name:

Steps Enter the display name and any optional notes for this relying party.

Select Data Source [FOIAXPRESS]

Specify Display Name Nates:

Choose Profile
Corfigure Certificate
Configure URL
Corfigure Identifiers
Corfigure Muttifactor

Authentication Now?

Choose lzsuance
Authorization Rules

@ Readyto Add Trust
@ Finish

7. Select the AD FS profile radio button and click Next.

| <Previous | |

Next

|| Cancel

12



Install and Configure ADFS Service

Choose Profile

eps This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
Welcome configuration profile for this relying party trust.

Select Data Source ® AD F5 profile

Specify Display Name This profile supports relying parties that are interoperable with new AD F5 features, such as
security token encryption and the SAML 2.0 protocal.

Choose Profile

Configure Cerificate () AD FS 1.0and 1.1 profile
Corfigure URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

Corfigure |dentifiers

Corfigure Multifactor
Authentication Now?

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

8. Click Next.



Configure Certificate

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certificate
Corfigure URL
Corfigure |dertifiers

Configure Multifactor
Authentication Mow?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finigh

Install and Configure ADFS Service

Specify an optional token encryption cerficate. The token encryption cedificate is used to encrypt the
claims that are sent ta this relying party. The relying party will use the private key of this certficate to
decrypt the claims that are sent to it. To specify the cerificate, click Browse .

lssuer:

Subject:
Effective date:
Expiration date:

| View... || Browse... || Remove

14



Install and Configure ADFS Service

i Add Relying Party Trust Wizard -

Configure URL

s AD F5 supports the WS-Trust, W5-Federstion and SAML 2.0 Web550 protocols for relying parties. I
@ Welcome W5-Federation, SAML, or both are used by the refying party, select the check boxes for them and specify the
UFLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
[ Enable support for the WS-Federation Passive protocal
@ Specify Display Name
The W5-Federation Passive protocal URL supports Web-browserbased claims providers using the

@ Choose Profile W5-Federation Passive protocol.

@ Configure Cerfficate Relying party W5-Federation Passive protocol URL:

@ Corfigure URL |

@ Corfigure dentffiers Example: hitps://fs contoso.com/adfs.1s/

@ Configure Multifactor
Authertication Now? Enable support for the SAML 2.0 Web550 protocol

@ Choosn_a |5_5'-'a'"'33 The SAML 2.0 single-sign-on (S50) service URL supports Web-browserbased claims providers using the
Authorization Rules SAML 2.0 Web550 protocel.

@ Readyto Add Trust Relying party SAML 2.0 550 service URL:

@ Finish |htt|:us:M:r.clev.ains.u:u:um:‘foia:q:uress:’HnmePage.asp:d

Example: https:/ www .contoso.com./adfs s/

| < Previous || Mext = || Cancel

9. Click the Enable support for the SAML 2.0 WebSSO protocol checkbox.

10. Enter the https URL for the ATIPXpress Application in the Relying party SAML 2.0 SSO
service URL field and then click Next.
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Install and Configure ADFS Service

Configure Identifiers

@

eps Relying parties may be identfied by one or more unique identfier stings. Specify the idertifiers for this relying
Welcome party trust.

Select Data Source Relying party trust idertifier:
Specify Display Name [FOIAXPRESS] |

Add
Choose Profile Bxample: https://fs contoso com/adfs/services Anust

Configure Certificate Relying party trust idertifiers:

Corfigure URL
Configure Identifiers

Configure Multifactor
Authentication Mow?

Chooge lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

11. Enter ATIPXPRESS in the Relying party trust identifier field and click Add. ATIPXpress
appears in the Relying Party Trust Identifiers list.

12. Click Next.



Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Certificate
@ Configure URL

@ Configure Identifiers

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

Install and Configure ADFS Service

Configure multifactor authentication settings for this relying party trust. Multifactor authentication is required if
there is @ match for any of the specified requirements.

Muttifactor Authentication Global Settings

Requirements Users/Groups Not configured
Device Not configured
Location Not configured

® | do not want to corfigure multifactor authentication settings for this relying party trust at this time.

You can also configure multi-factor authentication s&llings for this relying party trust by navigating to the
ing Authentication Policies.

Authentication Policies node. For more information, s Policies

party trust at this time radio button, and then click Next.

13. Select the | do not want to configure multi-factor authentication settings for this relying

17



Install and Configure ADFS Service

Choose Issuance Authorization Rules

Steps Issuance authorization rules detemmine whether a user is permitted to receive claims for the relying party.
@ Welcome Choose one of the following options for the initial behavior of this relying party’s issuance authorization rules.

@ Select Data Source (®) {Permit all users to access this relying party |

@ Specy Display Name The issuance authorization rules will be configured to pemmit all users to access this relying party. The relying
@ Choose Profile party service or application may still deny the user access.

@ Configure Cettificate (O Deny all users access to this relying party

@ Configure URL The issuance authorization rules will be configured t: all users access to this relying party. You must
later add issuance authorization rules to enable any to access this relying party.
@ Configure Identifiers

@ Configure Multifactor
Authentication Now? You can change the issuance authorization rules for this
and clicking Edit Claim Rules in the Actions pane.

14. Ensure that the Permit all users to access this relying party radio button is selected and
then click Next



Install and Configure ADFS Service

Ready to Add Trust

eps The relying party trust has been corfigured. Review the following settings, and then click Mext to add the
Welcome refying party trust to the AD F5 configuration database.

Select Data Source Menitoring | Identfiers | Encryption | Signature | Accepted Claims | Organization | Endpoints | Not: < | >

Specify Display Name Specify the monitoring settings for this relying party trust.
Choose Profile Relying party’s federation metadata URL:

Corfigure Certfficate |
Corfigure URL
Configure Identifiers

Corfigure Mulifactor [ Mutomatically update relying party
Authentication Mow?

[] Moniter relying party

This relying party's federation metadata data was last checked on:

Choose lssuance Py

Authorization Rules
Ready to Add Trust This refying party was last updated from federation metadata on:

< never >
Finizh

15. Click Next.



Install and Configure ADFS Service

The relying party trust was successfully added to the AD FS configuration database.

o i— You can modiy this relying party tust by using the Properties dialog bax in the AD FS Management snap-in.

@ Select Data Source
@ Spectfy Display Name
@ Choose Profile

@ Configure Certificate
@ Corfigure URL

@ Configure Identifiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authonization Rules

@ Readyto Add Trust
@ Finish

[] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

16. Ensure the Open the Edit Claim Rules checkbox is selected, and then click Close. The Edit
Claim Rules pop-up window appears.

(') Note: You can navigate directly to the Edit C/aim Rules pop-up window by selecting Ed/it
Claim Rulesin the in the right panel of the ADFS Management Console.

17. Click Add Rule. The Add Transform Claim Rule Wizard pop-up window appears.

18. Select Send LDAP Attributes as Claims from the Claim Rule Template drop-down list and
then click Next.



Install and Configure ADFS Service

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule

Send LDAP Atributes as Claims
Send Group Membership as a Clam
Transform an Incoming Claim

19. Verify the properties in different tabs after the relying party is created and click OK to
close the window. The Relying Party Trust is finalized and added to the ADFS Service.

21



Install and Configure ADFS Service

Maonitaring | Identifiers I Encryption | Signature | Accepted Claims
Organization | Endpoints | Prooty Endpoints | Motes | Advanced

Specify the endpoints to use for SAML and W5-Federation Passive protocols.

IRL Indexx  Binding
SAML Assertion Consumer Endpoints

hitps://devfx.gins .com.foiaxpress/HomePage aspx 0

20. Click the Endpoints tab. Provide SAML assertion Consumer Endpoint as the application
URL and select POST as the binding.

21. Click OK.

3.2 Configure the Claim Rules

To configure the ADFS Claim Rules:
1. Logintothe ADFS server and click AD FS Management within the Administrative Tools
application menu. The AD FS Window appears.

2. Click Add/Edit Claim Rules.
Update from Federation Metada...

( Edit Claim Rules... ;

Disable

Properties

K Delete

22



Install and Configure ADFS Service

3. The Add Transform Claim Rule Wizard pop-up window appears. Click Next.

(5

| Select Rule Template

Stops Select the template for the claim nule that you want to create from the following lit. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:
| Send LDAP Attributes as Claims vl

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

" < Previous (

4. The pop-up window refreshes to display the Configure Claim Rule tab. Select Active
Directory from the Attribute Store drop-down list.

5. Select SAM-Account-Name from the LDAP Attribute drop-down list.
6. Select Name ID Mapping from the Outgoing Claim Type drop-down list.

(') Note: The Outgoing Claim Type drop-down list selection must be Name /D Mapping.

23



Install and Configure ADFS Service

Configure Rule

Steps

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from

@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

issued from the nule.
@ Configure Claim Rule
Claim rule name:

|FOIAXpress

Rule template: Send LDAFP Aftributes as Claims

Attribute store:

Active Directary

Mapping of LOAP attributes to outgoing claim types:

LDAP Atribute (Select ortype to
add mare)

Outgoing Claim Type (Select or type to add more)

SAM-Account-Name

MName 1D

7. Within the next blank LDAP Attribute Row, select Given Name from the LDAP Attribute

drop-down list.

8. Select Given Name from the Outgoing Claim Type drop-down list.

9.  Within the next blank LDAP Attribute Row, select Surname from the LDAP Attribute drop-

down list.

10. Select Surname from the Outgoing Claim Type drop-down list.

11. Click Finish to save the changes.

3.3 ATIPXpress Configuration for SAML SSO

To complete the ATIPXpress Configuration for SAML SSO:

1. Logintothe ATIPXpress application

2. Runthe Database Configuration tool as an Administrator and select/enter the following

values in the corresponding fields:

2



Fal

FOlAXpress Database Configuration - (Bx ]
Sign-On Mode

FOlAXpress Sign-0n Mode

Partner [dentity Provider: |http:ﬁssn.sts.irs.gnwadfss'sen|

Provider Default Page: |https:h‘fxdeu.ains.cnms‘fniaxprs|

Partner Certificate File: |adf5.|:er| |

Install and Configure ADFS Service

Sign On Mode: SAML SSO
Service Provider: (relying party identifier in ADFS)
i. Example: ATIPXPRESS
Partner Identity Provider: (federation service identifier for ADFS)

Provider default page: The application URL. (ATIPXpress App URL ends with
/ATIPXpress/HomePage.aspx)

i. Example: https://fxdev.ains.com/ATIPxpress/HomePage.aspx

Service URL: The Login page from the Identity Provider (ADFS SSO URL ends with
/ADFS/Is)

Partner Certificate File: (It should be the signing certificate from ADFS or Internet
Information Services (11S) cert)

Please choose the Sign-On Mode you want to
configure.

Sign-0On Mode: |SAML S50 v|

Senice Provder: |FOIAXPRESS |

Senvice LIRL: |http5:J'J'ssn.sts.irs.gnwadfsfls |

Details | Save | | Cloze |

Click Save. The Sign-On Mode settings are updated in the database as well as the

saml.config and web.config files.

Copy and paste the .CER file into the same folder the web.config file is located.
Verify that web.config has the PartnerldP set to specified partner identity provider in

<appsettings> section.



4 PAL SAML Configuration
4.1 PAL SAML Login/Proof of Identity Configuration

The Public Access Link (PAL) works with forms authentication by default, however if an agency
needs to enable Security Assertion Markup Language (SAML) Authentication for requester
login, the system can be configured with your identity provider details following the directions
in this section. PAL can also be configured to provide Proof of Identity verification with identity
providers such as Login.gov.

(1) Note: The Assertion Consumer URL for PAL Requester Login and Proof of Identity are
different. Consult step 5 in the

PAL SAML Configuration Tool section of this document for additional information.

Ensure you have the Personal Exchange Format (PFX) file and its public key ready as well. You

will need to provide the PFX file in PAL SAML Configuration, and the corresponding public key
in the IDP app/account. Consult the Create PFX Certificate section for information on how to

get the PFX Certificate file and its public key.

411 Enable PAL Requester Login Using Forms Authentication

There are no configuration settings to configure for forms authentication. You can either use
forms authentication or configure the requester’s initial login to PAL to use a SAML
Authentication method.

4.1.2 Enable PAL Requester Login Using SAML Authentication

Follow the steps below to enable PAL requester login using SAML authentication:

1. Loginto PAL Configuration, and access Authentication in the left-hand menu.
2. Select the Enable Login with SAML Authentication checkbox:

Authentication Configuration
plete ail the required fields marked with an asterisk{ =

General Settings
Enterprise
Modules

Web AP

Security,
Authentication
Email Templates
Email Log (OEnable Login with Forms Authentication
Users
Auit Log

OTP Setting 2
Requester Fields * OTP Notification Type: None v
Request Fields
Appeal Fields * OTP Expiry Time: 5
ings

Reading Room Documents @® Enable Login with SAML Authentication

Display Order

O netaton Use SAML Configuration Tool for configuring identity provider

Online Payment
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3. Click Save, then see the
4. PAL SAML Configuration Tool section of this document for next steps.

4.1.3 Enable Proof of Identity Verification in PAL

Review the following identity provider prerequisites if you are enabling PAL to support proof
of identity verification.

e Configure your IDP entity account(s). You cannot use the same account for PAL login and
for Proof of Identity Configuration.

e Setup your sandbox environment (See your provider’s instructions; some providers allow
you to set up the environment while other providers will perform the setup on your behalf

e When enabling Proof of Identity Verification in PAL, you can use either level 1 or level 2 for
login, however level 2 is required for Proof of Identity Verification. Ensure that the
assertion URL in your Identity Provider Entity settings matches with URL provided in step 5
of the

e PAL SAML Configuration Tool section.

Follow the steps below to enable proof of identity verification in PAL:

1. Loginto PAL Configuration and select Request Fields in the left-hand menu.

2. Locate the Proof of Identity Mode request field and select Digital Authentication or Upload
Attachment/Digital Authentication from the drop-down list within the Default column.

Rl Frgbda Corfigue slan=

gl Iyt e e

| iprite [mdarmm | sk

hpupang dobadeana |ranacher s

Froed o L iy < mmured | e

& s e e on|

3. Scroll down and click Save.
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4.2 PAL SAML Configuration Tool

Follow the steps below to use the PAL SAML Configuration Tool:

1. Navigate to the PAL Application Server.
2. Search for SAML in the windows search box, then select the tool once located.

a. Alternatively, navigate to the PAL Setup folder and locate the PAL.WebApp folder
and in the bin folder you will find the application file
‘ATIPXpress.Utilities.SamIConfig’

3. Right click SAML Configuration Tool and select Run as administrator.

4. The SAML Configuration interface appears as shown below. Select either Login or Proof of
Identity from the SAML Using For drop-down list:

* Certificates
Signature Certificate Text:
Encryption Certificate Text:
OR
IDP Certificate : Browse X
[_] Sign Authentication Request
[_] Want SAML Response Signed
[C] Want Assertion Signed
[") Want Assertion Encrypted
[ Encrypt Logout Name ID
[_] Force Authentication
[LJ Sign Logout Request
[_J Sign Logout Response
[_] Disable In Response To Check
SAML Field Mappings
PAL Field Provider Field Description Action
» Login email Delete

Email email email address Delete

First Name first_name first name Delete

Last Name last_name last name Delete

Add

Save Close

5. Next, configure the Service Provider information, as shown below and detailed in the
following table:
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a5l SAML Configuration

Use of SAML

* lssuer:

* Assertion Consumer URL:
Signature Certificate:

Signature Certificate Password:
Encryption Certificate:
Encryption Certificate Password:

Identity Provider
* |DP Entity ID/Issuer URL :

SAML SSO URL:
SAML SSO URL Binding Type:
SAML SLO URL:
SAML SLO URL Binding Type:

Name ID Format:

L —

Browse

Browse

Authentication Context:

Authentication Context Comparison:

_

Issuer

Assertion Consumer
URL

(1) Note: This is case-sensitive.

For PAL Login, enter
https://mypal/App/AssertionConsumerService.aspx

Enter the Service Provider Entity ID. This is a unique ID/name
for an identity provider.

For Proof of Identity, enter
https://mypal/App/AssertionConsumerService.aspx?aal=2

‘hostname’

(1) Note: Replace ‘mypal’ in the above URL with your
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_

Signature Use the PFX file that you have ready for SAML use, as
Certificate/Encryption mentioned at the beginning of this document.
Certificate

(1) Note: This PFX file should correspond to the public key you
uploaded in your Identity Provider account. If you are using a
different public key in your Identity Provider account, extract
the public key form this PFX file and replace your public key in
the Identity Provider account with this public key.

Enter the password for the PFX file in the Signature Certificate
Password/Encryption Certificate Password fields. Also provide
the IDP Entity ID/Issuer URL.

6. Next, complete the required Identity Provider fields, as shown below and described in the
following table:
Identity Provider
* IDP Entity ID/Issuer URL :

SAML SSO URL:

SAML SSO URL Binding Type:

SAML SLO URL:

SAML SLO URL Binding Type:

Name |D Format:

Authentication Context:

Authentication Context Comparison:
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_

IDP Entity ID/Issuer URL, SAML SSO To be provided by IDP.
URL, SAML SLO URL (1) Note:

e These will be different for test and
production. Some IDPs do not support
single logout, and it won'’t be provided. If
SLO is not supported, you should leave the
SLO URL and SLO Binding fields blank.

e Forsome IDPs, SAML SSO URL and SAML
SLO URL must be updated each year,
approximately quarterly.

SAML SSO URL Binding Type To be provided by IDP if required.
Name ID Format To be provided by IDP if required.
Authentication Context To be provided by IDP if required.
Authentication Context Comparison To be provided by IDP if required.

7. Oncethatis complete, fill in the Certificates field, as shown below and detailed in the
following table:

= Certificates

Signature Certficate Text: |MIID7TCCAWgAw|BAgIUCethW2gYaC2N96czVCEaAKR/Aidwl |

Encryption Certificate Text: IMIID'fTCCAthAwIBAgIUCethWZngCZNSGczVCEaAkR/AiAw[I

OR

IDP Cettficate : | Bowse || X |
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_

Signature Certificate To be provided by IDP.
Text

Encryption Certificate  To be provided by IDP (same as Signature Certificate Text).

Text (') Note: For some IDPs the x509 certificate text has to be

updated each year and a reminder that the sandbox and
production certificates may not be the same.

IDP Certificate We recommend using Signature Certificate text and Encryption
Certificate Text and skipping this field. For Login.gov the IDP
certificate x509 can be found at the following URL:
https://developers.login.gov/saml/

8. The five checkboxes (Sign Authentication Request, Want SMAL Response Signed, Want
Assertion Signed, Want Assertion Encrypted, Encrypt Logout Name ID) should remain
unchecked, which is the default setting. If ID Provider provides single logout service, then
the Single Logout Request and Single Logout Response checkboxes must be checked.

() Sign Authentication Request
("] Want SAML Response Signed
(] Want Assertion Signed

("] Want Assertion Encrypted
("] Encrypt Logout Name ID

[_] Force Authentication

(] Sign Logout Request

(L] Sign Logout Response

(] Disable In Response To Check

9. When all fields are complete, move on to the SAML Field Mapping section. Here, you can add
or delete the fields based on what attributes/return value you have selected for your IDP
entity app settings. The First Name, Last Name, Email, and Login fields are mandatory and
cannot be removed. All three fields (Provider Field, PAL Field, and Description) are required
while adding a new SAML Field in Mappings.

(') Note: the provider fields for both ‘Email’ and ‘Login’ PAL Fields are the same.
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SAML Field Mappings

PAL Field Provider Field Description Action A

Cty city Cty Delete

Login email User Name
3 Phone phone Phone Number Delete

Street 1 address1 Address 1 Delete

Street 2 address2 Address 2 Deiete ] v

Add |
| Save [ Close |

Column Description
PAL Field The PAL Field column contains labels for corresponding Provider fields that
(Proof of display in the Proof of Identity attachment.
Identity)

For Proof of Identity, the selected fields are displayed in the verification
document provided with the request submission to
ATIPXpress/ATIPXpress. The attachment is automatically added to the

Proof of Identity attachment area and available in the Correspondence Log

of the request.

Requester Details

PAL Verification Date
Email

First Name

Last Name

Address 1

City

State

Zipcode

Date of Birth

Secial Security Number
Phone

ID Verification Date

Digitally Verified Proof of Identification

2021-09-30

AKEY
MCFAKERSON
1 FAKE RD
GREAT FALLS
MT

59010

1938

**t_**_3456
+14435274664
2021-06-15T20:05:50Z
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PAL Field PAL Fields are the labels for corresponding provider fields that are
(Login) displayed in the SAML Requester Registration page for a new requester
(requester whose email doesn’t exist in the PAL).

We need to capture the following information to serve you better.

preic e v T
Micdie Name LastName
s T v o
Street2 City
State et v State (Other)
Zip Code Courntry eeliart o v
Phcn i
g | P v
- — — v
Provider Provider Fields are the corresponding IDP attribute names for the
Field requester’s details such as first name, last name, address 1, and country.

Description Description of mapped field

(') Note: For Social Security number, the field will be masked only if the PAL Field is named
‘SSN’, ‘Social Security’, or ‘Social Security Number’.

10. Once all the required fields are complete, click Save to save the settings.
(1) Note: If using forms authentication, you'll need to provide dummy data for the Proof of
Identity settings options, even if these settings are not being used.
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For login.gov, please visit https://developers.login.gov/ for all details about identity provider
fields.

4.3 Create PFX Certificate

Follow the steps below to create a PFX certificate file and extract a public key from the PFX file

using OpenSSL.

1. OpenllS and click Server.
2. Inthe Security section, double click the Server Certificates

~ Jw-he-|

€5 ) ATIA-AX-2020 »

|

File View Help

e | 9 E—— G e
—— tiers R Vil b s e
9 | | & Restart
! Application Pools ASP.NET " q 7 o : k'ria
48] Sites is $ mL 0 : [—]j: n ﬁ = Sta
4 @) Default Web Site 3 F# L4 = &V =l Lab | Es £} ® Stop
b -7 aspnet_client .NE_T . .Ng‘l’ 4 .Ns‘l’ Error ,N_ET X .NET T:-ust Agzﬁ;aﬁon Ca;ngcticn Machine Key nge:,urd View Application Pools
b \,’ ATIPXpress ages evels ings nngs ontrols View Sites
5 7 > =
b8 eCasehdmin [% b @ Change .NET Framework
- - Version
Providers ~ Session State SMTP E-mail Get New Web Platform
2 Components
Iis -~ @ Hep
f N | 37 BB
& B & g €
Authenti i Comp Defau hsacto ErrorPages  Handler HTTP HTTP
Rules Document  Bro Mappings Redirect Respon...
& g 2
= S 1=
g & i | &
ISAPland  ISAPIFilters  Logging MIME Types Modules Qutput lorker
CGI Restri... Caching ilteril ifi rocesses
i
Management ~
== -
Configurat..  Feature Shared
Editor Delegation Configurat...
=] Features View || Content View
Ready 4.

3. Inthetopright corner, click Create Self-Signed certificate:

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

sh Certificate Store
18264589E91FEF... Personal
‘OFFFBC369A208... Personal
DA40BEAETBAO... Personal
C996D98AT227...  Personal @ ricip
7A209F1241867... Personal

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate
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4. A pop-up window appears where you can Specify a friendly name for the certificate in the field
provided.

5. Next, select Personal from the Select a certificate store dropdown:

il Specify Friendly Name
iy

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

certForPALSaml|

Select a certificate store for the new certificate:

Personal ~

6. Now that the certificate is created, and you can export the certificate into the PAL folder.
Go to Manage Computer Certificate (located in the Control Panel or by using the Windows
search feature)

7. Inthe Manage Computer window, click Personal and then click Certificate.
8. From the list of certificates, locate your certificate using the friendly name provided.
9. Right click the Certificate, select All Tasks, and then select Export.
10. In the new pop-up window, click Next to continue.
11. Under Export Private Key, select Yes, export the private key and click Next.
12. Under Export File Format:

a. select Personal Information Exchange (PFX)

b. Uncheck ‘Delete the private key if the export key if successful’

c. Check all other options, then click Next.
13. Under Security, check Password, and type the password for your certificate
(1) Note: You will need this password in order to use the certificate i.e., in SAML
configuration tool and to extract public key

14. For Encryption, select AES256-SHA256, then click Next.

15. Under File to Export, click Browse and choose your certificate location. We recommend
putting the certificate in the PAL folder where your PAL web.config located

16. Type in your certificate name and click Next. Once the process is complete, Click Finish.

17. Now you have PFX certificate ready for SAML Service Provider Certificate. Next, we will
derive public key from this PFX file. Remember the certificate containing public key, which
we upload to login.gov, must be generated from the PFX certificate file that we use in
SAML Configuration tool.
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18. To create a certificate with public key, install OpenSSL on your computer and then open
the command prompt by typing “cmd” in Windows search.

19. Go to you PFX file location (type cd full_path_of_pfx), and type the following command:
openssl pkcs12 -in your_file_name.pfx -clcerts -nokeys -out
give_name_for_cert_public_key.crt\

20. When complete, press Enter. The certificate with a public key for login.gov is created.

37



