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ATIPXpress 11.1.0 Release Notes

Notice of Rights

Copyright © 2023, AINS, LLC d/b/a OPEXUS. All rights reserved. No part of this publication may be reproduced,
transmitted, transcribed, stored in a retrieval system, or translated into any language, in any form or by any
means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission of the
publisher: AINS, LLC. For information on obtaining permission for reprints and excerpts, contact
info@opexustech.com.

Additionally, all copyrights, confidential information, patents, design rights and all other intellectual property
rights of whatsoever nature contained herein are, and shall remain, the sole and exclusive property of the
publisher.

Notice of Liability

The information in this publication is believed to be accurate and reliable. However, the information is distributed
by the publisher (AINS, LLC.) on an “As Is” basis without warranty for its use, or for any infringements of patents
or other rights of third parties resulting from its use.

While every precaution has been taken in the preparation of this publication, neither the author (or authors) nor
the publisher will have any liability to any person or entity with respect to any loss or damage caused or alleged to
be caused, directly or indirectly, by the information contained in this publication or by the computer software and
hardware products described in it.

Notice of Trademarks

The publisher’s company name, company logo, company patents, and company proprietary products are
trademarks or registered trademarks of the publisher: AINS, LLC. All other trademarks or registered trademarks
are the property of their respective owners.

Non-Disclosure Statement

This document’s contents are confidential and proprietary to AINS, LLC. This document cannot be released
publicly or outside the purchasing agency without prior written permission from AINS, LLC.

Images in this manual are used as examples and may contain data and versioning that may not be consistent with
your version of the application or information in your environment

Additional Notice

Information in this documentation is subject to change without notice and does not represent a commitment on
the part of AINS, LLC.

Notwithstanding any of the foregoing, if this document was produced as a Deliverable or other work for hire
under a contract on behalf of a U.S. Government end user, the terms and conditions of that contract shall apply in
the event of a conflict.
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Version History

.

1.0 3/1/2023 New document for v11.1.0

1.1 3/23/2023 ¢ Removed errant items which are slated to be included in
future product releases
e Edited descriptions of items 11950, 19899, 11697, 10636,
and 7984
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1 Product Enhancements

We've made some improvements to ATIPXpress for version 11.1.0. See the sections below for
the product enhancements you can look forward to in the latest version of ATIPXpress.

1.1  Application

-

19205 OPEXUS We've updated the software to reflect our rebranding as
Rebranding OPEXUS, including all applicable references, updated system
fonts, and contact details.

19168 Hosted User and The "Online Manual" link under the Help menu now links to a
Administrator hosted version of the User and Administrator Manuals by
Manuals default. This link will always provide the most up-to-date
version of the manuals. This link is also configurable, and an
offline version of this manual can be provided upon request
for organizations utilizing an intranet.

11869 CCPay Online Added a new CCPay online payment connecter which allows
Payment the public to submit application fees, advance request
Connector payments, submit payment on invoices, and receive refunds

for payments submitted via CCPay. Requesters using CCPay
see an on-screen confirmation when a payment is made
successfully and receive a payment receipt via email (which is
also logged in the Correspondence Log).

11950 Mandatory Request Custom Fields can now be configured to require the
Responsible custom field to be completed before the request can be
Program Office closed.
Field



Product Enhancements

n

16476 Request Search In Request Search, revised the "Search in Request
Verbiage Attachment" option to read "Search in all Received
Update Correspondence." This option now returns all results in
Received Correspondence rather than only request
attachments.

1.2 Correspondence

n

3358 Correspondence Inthe Correspondence Log, you can now identify any email
Log Email attachments when viewing the email details. This allows you
Attachments to reference the attached documents when downloading or

printing emails. Additionally, downloading the
Correspondence Log includes all emails along with any
attachments.

1.3 Document Management

n

3361 Find and The Find and Replace option in the Document Management is
Replace with now enabled to find and replace single redaction codes with

Multiple Codes multiple redaction codes as required. The previous system
only allowed users to select one redaction code when using
find and replace.



Product Enhancements

1.4 Reports

n

9627 Scheduled User = The User Action Report can now be scheduled with
Action Report predefined date ranges to assist with automated scheduling
of reports.

12730 Export Reports All report data can now be output in Excel (XLSX) format.
to Excel

1.6 Administration

n

7925 Use Holiday Added a new option under Request Configuration, "Use
Lookup Tableto  Holiday Lookup Table to Adjust Due Date." If this option is
Adjust Due Date selected, the due date advances based on the holiday lookup
table, ensuring that due dates do not land on a holiday (but
without using the holidays to calculate the initial due date
unless that option is specifically selected).

8368 Removed IE- Removed all IE related XBAP configuration settings from the
Related XBAP application.
Settings

13186 Multiple Multiple schedulers can now run in parallel to reduce
Scheduler processing times, for example with base count calculations.
Support



Product Enhancements

n

19899 Change Login All users in the Admin group can now use the “Change Login”
IDs function to change users’ login names. This ability was
previously reserved for the primary application
“Admin,Admin”

1.6 Security

n

12844 Audit Log Action The system now tracks all system interactions for security
Tracking purposes. Previously the system logged only completed
actions. However, if a user without permissions attempted an
action but was denied due to lack of permissions, this was not
logged. Now the Audit Log tracks all system interactions
including permission checks, and these are reportable via the

audit log.
9569 Moneris ServerCertification validation now occurs for Moneris,
Validation preventing any insecure SSL vulnerabilities.
9589 PAL Security Fixed "Access Control DB" vulnerability detected in PAL.
Enhancements
9590 PAL Security Fixed "Non-Serializable Object Stored in Session"

Enhancements vulnerability (ASP.NET Bad Practices) detected in PAL.

9594 PAL Security Fixed "Dynamic Code Evaluation: Unsafe Deserialization"
Enhancements vulnerability detected in PAL.



Product Enhancements

-

9611

9614

9617

9622

10743

11836

11838

11840

11842

PAL Security
Enhancements

PAL Security
Enhancements

PAL Security
Enhancements

PAL Security
Enhancements

PAL Security
Enhancements

PAL Security
Enhancements

PAL Security
Enhancements

PAL Security
Enhancements

PAL Security
Enhancements

Fixed "Path Manipulation: Base Path Overwriting"
vulnerability detected in PAL.

Fixed "Privacy Violation: Heap Inspection" vulnerabilities
detected in PAL.

Fixed "Unreleased Resource: Unmanaged Object"
vulnerabilities detected in PAL.

Fixed "XML External Entity Injection" vulnerabilities
detected in PAL.

Fixed "XSS: Poor Validation" vulnerability detected in PAL.

Fixed "WCF Misconfiguration: Insufficient Logging Issue"
detected in PAL.

Fixed "WCF Misconfiguration: Throttling Not Enabled" issue
detected in PAL.

Fixed "WCF Misconfiguration: Transport Security Enabled"
issue detected in PAL.

Fixed "Often Misused: File Upload" issue detected in PAL.



2 Bug Fixes

We've addressed some issues identified by our customers as well as our OPEXUS team. These

bug fixes are outlined in the table below.

_

7984

8145

8185

8296

8297

8440

Revised the error message that appears when an there are issues processing
payments via the online portal. The message now reads “There is an issue with
the payment portal, please try again later.”

Resolved issue where the Request Information page did not refresh when
saving changes after modifying the request description.

Corrected issue when configuring the new action office association to request
types if previous request activity exists for the request type the retention
details may be cleared in configuration causing an issue saving the new action
office association.

An issue was identified when using the Duplicate Request Check option where
requests linked during the duplicate check would override the existing linked
requests. Now, when linking requests containing existing links, users are
prompted with the option to overwrite the existing links or append the links to
the current list.

Issue reported where the wrong correspondence editor is presented when
accessing the Response Package Approval has been corrected.

Resolved issue where redactions moved to page margins were appearing
smaller when using the Print or Save to Disk options.

10



Bug Fixes

_

9318 Fixed an error that occurred when attempting to delete a program office that
was not associated with any requests. The system incorrectly presented an
error message indicating that the office could not be deleted as it was
associated with requests.

10520 Resolved an error when creating a new Request for Documents and using the
"Other" option for the recipient, however the manual entry field could not be
edited.

10524 Corrected an error where a request's multi-track type was cleared after

creating an appeal. The multi-track type was correctly captured in reports and
raw data but would occasionally fail to appear on the Request Information
screen.

10960 Corrected issue encountered when attempting to use the Review button to
provide a response package approval. The system presented an error message
indicating that no item was selected despite there being a document in the
package.

11697 Resolved reported issues where using the Request Description field produced
different results between Request Search and the Request Report. We also
revised the wild card search guide to provide accurate instructions for using
the search feature.

11883 Resolved issue where correspondence emails could not be downloaded, with
an error indicating that there was no associated attachment. Emails can now
be consistently downloaded regardless of whether an attachment is present.

12819 An Administration issue prevented the system from retaining updates to the
Original Document Location, resulting in errors when uploading documents to
EDR.



Bug Fixes

_

12862 Removed the asterisk in the Request Description field that was present by
default when running a Request Report, as wildcards (utilized with the
asterisk) do not apply to this search.

13337 Adjusted DM page viewing behavior so expanding the final section in an
extended list now scrolls the list view downward, focusing on the section that
was just expanded. Previously this would expand the content but maintain a
static view, requiring the user to manually scroll down to view the expanded

section.

13362 Resolved a customer reported issue where scheduled reports produced
different results from a manually run report despite both using identical
parameters.

16218 Users with Application Role permissions can now add users the EDR Role.

Previously, only users in the Admin group could add users to this role.

17031 Resolved an issue where requests were not deleted from the Recycle Bin per
the configured rules because these were not assigned a Request Owner.

18045 Fixed an issue where the system did not generate a new request number when
moving the request to a new Action Office, despite selecting the Generate
New Request Number option.

18575 Removed Media Redaction Objects under configuration for environments that
do not utilize the Media Redaction feature.



