ATIPXpress

Encryption Certificate
Installation

v11.8.0
October 2024

2
5%

“




ATIPXPress y11.8.0 Encryption Certificate Installation

Notice of Rights

Copyright © 2024, OPEXUS, LLC d/b/a OPEXUS. All rights reserved. No part of this publication may be
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1 Document/Correspondence Encryption
Certificate Installation

This manual provides instructions to install an encryption certificate for
Documents/Correspondence on your ATIPXpress server.

11 Generate Certificate

Follow the steps below to generate an encryption certificate:

1. Select Server > ATIPXpress Cert Config.

Pin to Start

Pin to taskbar
Uninstall
Open new window

| Run as administrator
Run as different user

Open file locatjon

, Diagnostic Tool

B PNG Cache Tool

2. The Provision Certificates pop up window appears. Click the Enable checkbox and click
Generate Certificate.



Document/Correspondence Encryption Certificate Installation

Database Column Encryption

[ Enable | Generte Cettficate |

3. The Generate Certificate popup window appears. Enter a password for the certificate in the
Password and Confirm Password fields.

s Provision Certificates | = |B| X

4. Click Browse. The Browse for Folder window appears.
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Bl Desktop

b B Administrator

b M This PC

b 4 Libraries

b €l Network

b &8 Control Panel
5] Recycle Bin

- ). ATIPXpress

b 4 hi2

b hf3

b L hfd

| Make New Folder |

Cettificate Path:  [C:\Users\Administrator\Deskt| | Browse |
Pmﬂ: |II'IIIII' |

Corfim Password: | *****eee| |

| Generate | | Close

6. The selected folder path appears in the Certificate Path field. Click Generate. The Confirm
Certificate Provisioning pop up window appears.

7. Click Yes to confirm certificate provisioning.
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%  Provision Certificates | =|0| X |

ANTESROTNIQET e CTRCT

@  Generate Certicate | = |0 X |

This action wall provision a new certificate and add it to local Windows
Certificates Store. Are you sure you want to continue?

8. A confirmation window appears, highlighting the file path that the certificate has been
saved to. Click OK.

% Provision Certificates | = |8 | X
DocumentComespondence Encryption

(| Ensble | Generate Cetficate |

PFX File saved to:
ChUsers\Administraton Desktop\AlINS. Xpress.Encryptiond Afx. DocCert.pfx.
Please copy this file and the PFX file password to a secured location.

[ ox ]

1.2 Install Certificate

Follow the steps below to install a certificate on the FX/AX server.

1. Navigate to a generated certificate (see step 8 in the previous section), then right click the
certificate and select Install from the drop down list.
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Open with...

Share with »
Restore previous versions

| Send to »
Cut
Copy
Create shortcut
Delete

Rename

T Properties

2. The Certificate Import Wizard window appears. Select the appropriate Store Location radio
button and click Next.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
ksts from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
O Current User

(® Local Machine

To continue, chick Next.
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3. Click Browse and select the desired certificate file.

File to Import
Spedfy the fie you want to import.

Note: More than one certificate can be stored in 3 single file in the folowing formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

4. Click Next.
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Frivate key protection

To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:

I Ill-IilII

[ ] isplay Password

Import options:

|| Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[T Mark this key as exportable. This will allow you to badk up or transport your
keys at a later time.

[ Indude all extended proper tes.

Enter the Password for the private key in the Password field (step 3 in section 1.1) and click

Next.

Select a Certificate Store option. If selecting Place all certificates in the following store, also
select a storage location. Click Next.
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Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

Certificabe store:

7. Click Finish to complete the certificate import.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specfied the following settings:

Automatically determined by the wizard
PFX
C:\Users\Administrator \Desktop\AINS, Xpress. Encryptiond. Af

8. Apopupwindow appears, indicating that the certificate import was successful. Click OK.

o The import was successful.

1.3 Manage Certificates

Follow the steps below to finish applying the certificate to the server.

1. Click Manage Certificates > Personal > Certificates.
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2. Double click on the desired certificate and select Details. The thumbprint should be same
as in tblconfig > col

3. Rightclick the certificate, then select All Tasks > Manage Private Keys from the drop

down list.
ssued To = lssued By 5: ation Date _ Intended P P Fri
4 AINS Xpress.Encryptiond Afe De INS . aeasa
"AINS Xpress.Encryptiond PalAL. AINS 0P o 1113/2031 1P security IKE inte...
JQA-Automatedl sins-inc.com  QA-J Al Tasks , Open !
,*’Q“'::”“‘:: wainee-nc.com) x“ Cut Request Certificate with New Key... !
= -inc, . ]
R CA-ActomaedL.amg-iac.com 1 Copy Renew Certificate with New Key...
Delete | Manage Private Keys...
Properties Advanced Operstions ’
Help Bxport..

4. Inthe Enter the object names to select field, add Network service as shown below:

Sedect this object type:
|M.Gmpa.urunmmmm
From thes location:

|u-um.mm

Enter the object names to select (zamples):
Network senvice|

5. Click Apply, then click OK at the confirmation to complete the certificate configuration.
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